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BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Next Page
OMB Control Number: 0694-0119

Expiration Date: December 31, 2020

NATIONAL SECURITY ASSESSMENT: USE OF SELECT SOFTWARE IN INFORMATION AND COMMUNICATIONS TECHNOLOGY

SCOPE OF ASSESSMENT

The U.S. Department of Commerce (DOC), Bureau of Industry and Security (BIS), Office of Technology Evaluation, is conducting a survey and assessment of the types of select 
security-related hardware and software products developed, manufactured, or marketed for use in information network devices and systems. The assessment covers a range of topics 
including technology sharing, information network devices incorporating software, software design, U.S. manufacturing, product end users, and related supply chain issues. 
Information on organization finances, capital expenditures, research and development spending is also collected for this assessment. The resulting aggregate data and subsequent 
analysis will allow the U.S. Government and industry to understand the extent to which certain types of information network technologies are employed in products sold by 
organizations operating in the United States. Additionally, this assessment will allow both public and private sector stakeholders to benchmark industry practices and raise awareness 
of any issues of concern.

RESPONSE TO THIS SURVEY IS REQUIRED BY LAW

A response to this survey is required by law (50 U.S.C. App. Sec. 2155). Failure to respond can result in a maximum fine of $10,000, imprisonment of up to one year, or both. 
Information furnished herewith is deemed confidential and will not be published or disclosed except in accordance with Section 705 of the Defense Production Act of 1950, as 
amended (50 U.S.C App. Sec. 2155). Section 705 prohibits the publication or disclosure of this information unless the President determines that its withholding is contrary to the 
national defense. Information will not be shared with any non-government entity, other than in aggregate form. The information will be protected pursuant to the appropriate 
exemptions from disclosure under the Freedom of Information Act (FOIA), should it be the subject of a FOIA request.

Notwithstanding any other provision of law, no person is required to respond to nor shall a person be subject to a penalty for failure to comply with a collection of information subject to 
the requirements of the Paperwork Reduction Act unless that collection of information displays a currently valid OMB Control Number.

BURDEN ESTIMATE AND REQUEST FOR COMMENT

Public reporting burden for this collection of information is estimated to average 14 hours per response, including the time for reviewing instructions, searching existing data sources, 
gathering and maintaining the data needed, and completing and reviewing the collection of information. Send comments regarding this burden estimate or any other aspect of this 
collection of information to BIS Information Collection Officer, Room 6883, Bureau of Industry and Security, U.S. Department of Commerce, Washington, D.C. 20230, and to the Office 
of Management and Budget, Paperwork Reduction Project (OMB Control No. 0694-0119), Washington, D.C. 20503.
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Tracking Practices
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Hardware Telemetry Integration

Functional Conditions for Kaspersky Technologies/Limits on Kaspersky in Systems

System Access/Data Access

Internal-External/Third Party Services
Functional Conditions for Kaspersky Technologies/Limits on Kaspersky in Systems

Technology Types/Version Numbers
Functions-Capabilities/Methods
Certs/Interfaces
System Access/Data Access
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Cybersecurity

Certification Page

Practices for Tracking Technologies Integrated into Products
Financial Information

Other Information

Sales & Financial Information
Research & Development and Capital Expenditures

Challenges and Outreach

General Instructions

Direct Communications, Types of Communications
Receiving Methods, Returning Info
Passive Indicators, All Indicators 

Direct Communications, Types of Communications 
Receiving Methods, Returning Info
Passive Indicators, All Indicators

Product & Service Overview

Internal-External/Third Party Services

Technology Types/Version Numbers
Functions-Capabilities/Methods
Certs/Interfaces

Technologies Used for Internal Business Operations
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Cover Page
Table of Contents

U.S. Information Network Products Containing Kaspersky Hardware and Software
Collaboration and Development Activities

Suppliers of Software Technologies

End Uses - Critical Infrastructure

Organization Information

Information Network Products

Sources of Software Content
Hardware and Software Products Designed and Manufactured
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For questions related to the overall scope of this National Security assessment, contact softwaresurvey@bis.doc.gov or: 

Jason Bolton, Program Manager, Industrial Studies
Office of Technology Evaluation, Room 1093
U.S. Department of Commerce
1401 Constitution Avenue, NW
Washington, DC 20230

DO NOT submit completed surveys to Mr. Bolton's postal or personal e-mail address. All surveys must be submitted electronically to the secure Census 
Bureau portal.

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

General Instructions

Your organization is required to complete this survey on information network hardware and software-related products that your organization has developed, 
manufactured, or marketed since 2014. You must complete the survey using the DOC/BIS template which is Microsoft Excel based and can be downloaded 
from the secure Census Bureau portal: https://respond.census.gov/ICTsoftware

If you are not able to download the survey document, at your request, BIS staff will e-mail the Excel survey template directly to you. 

For your convenience, a PDF version of the survey and required drop-down content is available on the BIS website to aid internal data collection. DO NOT 
SUBMIT the PDF version of the survey as your response to BIS. Should this occur, your organization will be required to resubmit the survey in the requested 
Excel format.

Respond to every question. Surveys that are not fully completed will be returned for completion. Use the comment boxes to provide any information to 
supplement responses provided in the survey form. Make sure to record a complete answer in the cell provided, even if the cell does not appear to expand to 
fit all of the information. The survey includes an extensive glossary for your convenience, referring to the glossary while completing the survey is 
recommended. COMPLETE Section 1 before proceeding to respond to other parts of the survey as it drives auto-population functions supporting other survey 
sections and blocks out survey segments not pertinent to your organization.

DO NOT CUT AND PASTE RESPONSES WITHIN THIS SURVEY.                                                                                                                                                    
Survey inputs should be completed by typing in responses or by using a drop-down menu. The use of cut and paste can corrupt the survey template. If your 
survey response is corrupted as a result of cut and paste responses, a new survey will be sent to your organization for immediate completion. 

Do not disclose any classified information in this survey form.

Submission of completed survey documents should be done through the secure Census Bureau portal: https://respond.census.gov/ICTsoftware
Do not E-Mail surveys to BIS.

Questions related to the survey should be directed to BIS survey support staff at softwaresurvey@bis.doc.gov 

E-mail is the preferred method of contact. 

You may also speak with a member of the BIS survey support staff by calling (202) 482-1688.
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Title
Phone Number
E-mail Address
City
State

B.

Additional Commercial and 
Government Entity (CAGE) Code

Additional Commercial and 
Government Entity (CAGE) Code

Hardware
Products 

Software
Products Services % of Total U.S. Sales by

Company Authorized Resellers

U.S. Tribal Governments

Previous Page Next Page

State/Province

Postal Code/Zip Code

C.

Provide the following information for your parent organization(s), if applicable.

Country

City

Phone Number

Organization Information

Facility/Organization Name

City
State

A.

Provide the following information for this organization:

Parent Organization #1

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

https://fedgov.dnb.com/webform

Provide the following identification codes, as applicable, for your organization.  

Comments

F.
Dept. of Defense
Civilian U.S. Govt. Agencies

Local Governments 

U.S. Territories (see Glossary)

State Governments

Organization

Primary Data Universal 
Numbering System (DUNS) Code

Primary NAICS Code
(6-digit)D.

https://cage.dla.mil

Items to be used in 5G network infrastructure

Items that will use/rely on 5G networks

Is your organization publicly traded or privately held? If your organization is publicly traded, identify its stock ticker symbol.

Zip Code
Website

Parent Name
Street Address

Parent Organization #2

Comments:

Report the 1) Government agencies to which your organization sells information network-related hardware products, software products, and services; and 2) Estimate the percent of hardware and software products sold directly to government 
entities and the percent sold by resellers in the last year.

U.S. Regional Govt. Organizations

  % of Total U.S. Sales Sold 
Directly to U.S. Organizations

Primary Commercial and 
Government Entity (CAGE) Code

Additional Commercial and 
Government Entity (CAGE) Code

Find primary NAICS codes at: 
Find CAGE codes at: 

https://www.census.gov/epcd/www/naics.html

Indicate how your organization participates or plans to participate in 5G communication networks:

Find DUNS codes at: 

Name

Point of Contact Regarding this Survey:Type of Company Response 

Street Address

E.

What key activities does your organization engage in to ensure that its supply chain 
is secure and supports the security of your organization's products?

What steps could the USG take to better enable your organization's use of suppliers 
that will help ensure its products' security, privacy, and supply chain resilience?

Description of expected participation in 5G communication networksEquipment Software
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1 3 4 5

Product 
Category Types of Hardware/Software Technologies Designed Manufactured Distributed Marketed

Marketed
Products Made

by Other
Companies

Use Third-Party 
Companies to Procure the 

Products that This 
Organization Sells

Use Third-Party Companies 
to Service or Upgrade 
Products Sold by Your 

Organization

Comments

A.
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

B.
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

C.
  Host Intrusion Detection (HIDS)

 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

D.
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

E.
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]

Section 1.a - Types of Information Network Products Designed, Manufactured, Distributed or Marketed; Use of Third Party Organizations

2

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction: A careful response to this survey page is important to the efficient completion of this survey as it eliminates survey elements going forward in this document that do not pertain to your organization.

1) Identify each of the five lettered "Product Category" sections that contain any product that your organization has designed, manufactured, marketed, or distributed since 2014 - by clicking the adjacent empty cell boxes A, B, C, D or E. 
2) By identified category, state the specific types of network hardware- and software-related products that your organization has designed, manufactured, marketed, or distributed since 2014 -- using drop-down responses accessed by clicking on the empty response cell.
 [*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.] 
3) Indicate those product lines for which your organization since 2014 has marketed products made by other companies.
4) Identify the types of products sold by your organization for which it uses third-party companies to procure those products. 
5) Identify the types of products for which your organization uses third-party companies to perform servicing or upgrades.

Comments:

Network Infrastructure Devices

Network Security Devices

Previous Page

Intrusion Detection/Prevention Systems

Network Systems

Other Products
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46 Labs LLC Cato Networks Eurotech
ABBYY Center Inform Everex
Acer Ceragon Evrika
Acronis Cerium Networks Extreme Endeavors
Adlink Check Point Software Technologies Extreme Networks
Advanced System Technologies China Telecoms Americas F5
AhnLab, Inc. Citrix Systems Fail2Ban
AIDE Cloudflare Fedegari Group
Akamai Coastal Process LLC FinSpy
Aker Security Solutions Commscope FireEye
Alaxala Networks CommuniGate Systems Fitbit
Alcatel-Lucent Enterprise Comodo Flash Networks
AlienVault (AT&T) CondorTech Services Flatirons Solutions
Allied Telesis Condusiv Technologies Corp. FLIR Systems, Inc.
Allot Communications ContentKeeper Flow Works
Aloe Systems Control Systems West Flowgear
Alvarion Convergint FogHorn
Amazon Corero Forcepoint
Amcrest Technologies CoreStack Fortinet
Amdocs Crime Intervention Alarm Frisk Software
Apple CrowdStrike F-Secure
ApplianSys Limited CyberArk Fujitsu
ARD Satcom Cyberoam (sophos-parent) Fultek
Arista Networks Cyren Gasvoda & Associates 
Armor Defense, Inc. Data Flow Systems inc Gatedefender
Arris Group, Inc. Datawatch Systems Gateprotect
Artezio Datometry G-Data
ASUS Datto Networking Geneq, Inc.
AT&T Decurion GFI Software
Avanan Dell Gigabyte
Avast Pro Antivirus Delta Gihmm Gmbh
Avaya Diamond Scientific Gleg/Gleg Ltd.
Aver Information DigiFlak Google
AVG Technologies Digital Guardian Group IB
Avira Digital Security GTB Technologies
AVM Discovery Tlecom H&L Instruments
Axoft DNS Filter Hewlett Packard Enterprise
Barracuda Dr. Web HID Global
BEC Technologies Echelon Highfive
Belkasoft EdgeConnector Hightide Technology
Belkin International Inc. Edge-core Hill-Rom Holdings
Big Switch EdgeWave Hillstone Networks
Bitdefender Antivirus Plus EDGuards Hillstone NIPS
Bitstew (GE) Edwards Equipment Honeywell ACS
Bivio Networks Eknis Huawei
Blue Coat Elcomsoft/Elkomsoft IBM (International Business Machines)
Blue Star ELSA Technology iboss
Broadcom Ltd. Embedi IBS Group
Brother EMC Corp. (Dell) IceWarp
C2R INC Emerson Iconics
CA technologies Emsisoft Anti-Malware 2017 Immunity, Inc
Calcon Endian Inline Group
Calix enSilo Intevydic, Inc
Calyptix Security Entensys Jet Infosystems
Canary Connect, Inc. EPAM Systems JumpCloud
Cancun Systems EPG Companies Juniper
Canon Epson Jupiter One
Capture Technologies Ericsson Kaseya
Carbon Black ERPScan Kaspersky
Carbonite ESET Endpoint Security Kennedy Industries
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Kingston Technology Polycom Suricata
KIS Positive Technologies Swemel
Kisi Privo, Inc. Switch Ray
Koester Prosyst (acquired by Bosch) Symantec
Konica Minolta PSSC Labs Synchronoss Messaging
Kontron Pvhardware LLC Syncsort
Krystallize Technologies Qosmos Synology
Kumulous Quadrant Information Security Talari Networks
Kyocera Qualsys Tandem
Labs of New Info Tech (LANIT) Quick Heal Technologies Ltd. Telco Systems
Lacework Raco Teledata Networks
LaCie Radisys Tenable Holdings, Inc. 
Lancom Systems Radware Ltd. Tenda
Lanit Raisecom Thales E-Security
Lantronix Randtronics The Forte Group
LCC Range Networks Threat Stack
Lenovo Raritan Titan HQ
Level 3 (part of centurylink) Razer Toshiba
Lexmark Red Hat Towerwall
LG Red River T-Platforms
Linksys Ricoh TP-Link
LogRhythm Ring Transition Networks
Loom Systems RISC Networks TrapX Security
Lucidworks Riverbet Traverse Monitoring
Luxoft Rockwell Automation Trend Micro
LVW Electronics Router Switch Limited Trimax Systems
Malberg Limited Ruckus Networks (Arris) Trust Guard Cyber Security
McAfee RusSoft TrustPort
Mellanox Tecnologies SafenSoft Trustwave
Mera Group Sagan T-Systems
Mesa Verde Technologies SalesForce TX Systems
MFI Soft Samsara Ubiquiti
Micro Focus Samsung Unigma
Micron (Lexar Media, Inc.) Sandvine Untangle 
MikroTik Sangfor Value Labs
Mitsubishi Electric SAP Vanderbilt Industries
Monsol Saviynt Veeam
Motorola (NOT Motorola Solutions) Scada International Verisys
Motorola Solutions Schraml Verizon
Mozilla Scipar Inc. Verkada
Multitech Secuclound Vidyo
NanoVMs Secure64 Virtuozzo
NEC Security Onion VMWare
Netgear Sernia LLC/Sernia Engineering Wallarm
NetScaler Secure Web Gateway Sharp Watchguard
Netscout Siemens Webroot
New Net Technologies Sierra Wireless Wedge Networks
Nokia Networks Silver Peak Wind River
North Atlantic Networks Snorby Wipro
NTT Communications Snort Wyze Labs
NXP SoftLine Trade Xerox
Okidata Solar Security Xirrus
OpenPath SOLARed Yamaha
OpenWIPS-NG Sonic Wall Z-Scaler Web Security
OPPO Electronics Company Sophos ZTE
OPSWAT SourceForge Zycomax Technologies
Oracle Corp. Special Technology Centre, Ltd Zyxel
Panda Security SpeechPro, Inc. (Other - Specify)
Parallels Spirion (Other - Specify)
Pasit StormShield (Other - Specify)
Plexxi Sucuri (Other - Specify)

Comments:

Instruction: For each of the five categories listed along the top of this page, Identify the companies from which your organization has obtained software technologies for integration into hardware and software (including services) products that your organization since 2014 has designed, manufactured, marketed, or distributed. [Note: A list of 
hardware and software products associated with each of the five product categories below appears in the left column of the previous survey page.]

Section 1.b - Suppliers of Software Technologies Integrated Into Information Network System Hardware and Software Technologies

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act       

Next PagePrevious Page
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Next Page

Types of Hardware/Software Technologies

Hardware/ 
Software 
Product 

Based on 
Internally 

Developed 
Software

Hardware/ 
Software Product 

Internally 
Developed/

Incorporating  
Known Open-

Source Software

Hardware/ Software 
Product Internally 

Developed/
Incorporating  

Licensed 
Third-Party Proprietary 

Software

Types of 
Organization 
Technology 

Products 
Licensed/Shared 

Number of 
Entities In the 
U.S. to Which 

Your Organization 
has Licensed/ 

Shared Its 
Technologies 
[Excludes Commercial, 

Institutional & Retail Sales]

Number of  
Entities Outside 

the U.S. 
to Which Your 

Organization has 
Licensed/Shared 
Its Technologies

[Excludes Commercial, 

Institutional & Retail Sales]

Number of Units 
Sold in Last 

Year
 - Hardware 

Products 

Number of 
Units Sold in 
Last Year- 
Software 
Products

Comments

0 A.
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

0 B.
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

0 C.
  Host Intrusion Detection (HIDS)

 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

0 D.
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

0 E.
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]

Previous Page

Comments:

Instruction: Using drop-down responses accessed by clicking on the empty response cell, for each technology listed in the left column that was designed, manufactured, marketed, or distributed by your organization since 2014:
1) State whether:
A. the software used in your hardware and software products is internally developed;
B. internally developed hardware products containing known open-source software, and internally developed software products contain known open source software;
C. internally developed hardware products containing licensed third-party proprietary software, and whether internally developed software products contain licensed third-party proprietary software; 
2) Estimate the number of U.S. and non-U.S. entities to which your organization has licensed or shared its network technologies since 2014 so these entities may integrate it into their products.
3) For the identified types of products, state the number of units of hardware and software products sold in the last year through direct sales by your organization or through third-party organizations, including authorized resellers and retailers (Amazon, Best Buy, Staples, Office Depot, etc.).
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]

Section 1.c - Sources of Software Content for Information Network Hardware & Software Products Designed and Manufactured, Licensing Practices, and Units Sold

1 2 3

Network Infrastructure Devices

Network Security Devices

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Network Systems

Other Products

Intrusion Detection/Prevention Systems

PDF FOR REFERENCE
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Next Page

1 3 1 3

Types of Hardware/Software Technologies

Number of 
Distinct 

Hardware 
Products

Estimated 
Percent of 
Hardware 
Products 
Designed 
Externally

Estimated 
Percent of 
Hardware 
Products 

Manufactured 
Externally

Estimated In-
Service Life of 

Hardware 
Products Before 
Replacement -  

Number of Years

Company Locations 
where Enabling 

Product Software Code 
is Written

Contractor/Partner 
Locations where 
Enabling Product 
Software Code is 

Written

Number of 
Distinct 

Software 
Products

Estimated  
Percent of 
Software  
Products 
Designed 
Externally

Estimated 
Percent of  
Software 
Products 

Manufactured
Externally

Estimated In-
Service Life of 

Software 
Products Before 
Replacement - 

Number of Years

 Company Locations 
where Enabling Product 
Software Code is Written

Company 
Contractor 

Locations where 
Enabling Product 
Software Code is 

Written

0 A.
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

0 B.
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

0 C.
  Host Intrusion Detection (HIDS)

 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

0 D.
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

0 E.
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]

Network Security Devices

Intrusion Detection/Prevention Systems

Network Systems

Other Products

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Previous Page

Instruction: Using drop-down responses accessed by clicking on the empty response cell, for each technology listed in the left column:
1) State the number of distinct hardware- and software-related products (models) that your organization has marketed/distributed since 2014; 
2) Estimate the percentage of these products that were designed and manufactured externally outside of your organization-owned facilities.
3) State the in-service life of the specified hardware and software products.
4) Indicate whether the enabling software code for your hardware and software products is written at company or contractor sites located in the United States, outside of the United States, or both.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]

Section 1.d - Number of Hardware and Software Products Designed and Manufactured, Deployment Span, and Location

Comments:

42 2 4

Network Infrastructure Devices

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY
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Callout
In U.S.	Outside U.S.	Both	
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cmarquis-olson
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In U.S.	Outside U.S.	Both	
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Use of Kaspersky 
Products/

Technologies
Designed Manufactured Marketed Distributed

Marketed Under Your 
Organization's Name

Products Made by Other  
Companies

(Use Comments box to 
identify manufacturers)

Use Third-Party Companies
to Procure the Products that

your Organization Sells 
That Contain Kaspersky 

Technologies

Use Third-Party 
Companies to Service and 

Upgrade Products that 
your Organization Sells 
That Contain Kaspersky 

Technologies

Comments

0 A.
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

0 B.
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

0 C.
  Host Intrusion Detection (HIDS)

 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

0 D.
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

0 E.
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]

Other Products

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Comments:

Previous Page
Section 1.e - Types of U.S. Information Network Products Containing Kaspersky Hardware and Software

Types of Hardware/Software Technologies

Instruction: Identify the specific types of information network hardware and software products that your organization has designed, manufactured, marketed, or distributed since 2014 that incorporate or otherwise use any hardware, software, intellectual property or other technology sold or provided by Kaspersky Lab (all mentions of 
"Kaspersky" throughout the survey refer to Kaspersky Lab) or its designated distributors and resellers. Use comment boxes as necessary to describe organization actions.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]

Activities Involving Network Products Utilizing Kaspersky Hardware/Software Products and Technologies

If your organization has not knowingly used Kaspersky Products/Technologies since 2014 (i.e. "no" was selected for every technology listed), certify in the box to the right via dropdown and proceed to section 6 of this survey. 

It is a criminal offense to willfully make a false statement or representation to any department or agency of the United States Government as to any matter within its jurisdiction (18 U.S.C. §1001).

Network Infrastructure Devices

Network Security Devices

Intrusion Detection/Prevention Systems

Network Systems

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY

cmarquis-olson
Callout
Hardware	Software	Both	None	(Options for all drop-downs on this Tab are the same with the one exception at the bottom)

cmarquis-olson
Callout
This organization has not used Kaspersky technologies or products since 2014
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Functional Dependency

Types of Technologies Offered by Your Organization 
that Involve Collaboration or Development With Kaspersky 

Product 
Consulting

Collaboration 
With Kaspersky

Product
 Design 

Collaboration 
with Kaspersky

Integrate Kaspersky 
Products at Customers' 
Request into Customer 
Systems that use Your 

Organization's Hardware
/Software Products

Other

Products/Services Sold That 
Require Kaspersky Technology 

to Function; or Use of 
Kaspersky technology with 

Products/Services is Optional Te
ch

no
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gy
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Comments

0 A.
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B.
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C.
0 Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E.
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Section 1.f - Product and Services Collaboration and Development Activities With Kaspersky Laboratory Organizations
Instruction: 1) For all of the products or services listed in the left column that your organization, designs, manufactures, markets, or distributes: 
A) State whether your organization has engaged with Kaspersky since 2014 in consulting, product design and development collaborations; and 
B) Indicate whether the use of Kaspersky technologies is required for the products sold by your organization to function; or whether the use of Kaspersky technology is optional in your products;              
2) Identify all types of technology partnership programs that your organization may have participated in since 2014 with Kaspersky, including acting as a Kaspersky affiliate, distributor/reseller of Kaspersky products, or 
provider of support services for Kaspersky products.
[Partnership = Focused research, product development, technology exchanges involving funding of partnership activities, transfer of funds to support product development, in-kind research/technical support, formal technical data package exchanges, or joint marketing programs.  Affiliate =  Participate in the Kaspersky Affiliate Program or 
otherwise collect commissions or other compensation for incorporation of Kaspersky technologies in product package sold by your organization.]
[*Note: Respond to “Gateway” categories only where your company designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]

 Identify All Applicable Consulting, Design and Product Development 
Activities and Business Practices Involving Kaspersky by Technology 

Types of Relationships 
With Kaspersky

[Respond to all category blocks]

Intrusion Detection/Prevention Systems

Other Products

Network Infrastructure Devices

Network Security Devices

Previous Page

Comments:

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY
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Types of Kaspersky Product/Associated Intellectual Property

Applications of 
Kaspersky 

Technologies/ 
Associated Intellectual 

Property in Your 
Organization's Products

Primary Reason for Using 
Kaspersky Product

Secondary Reason for Using 
Kaspersky Product Single Technology Multi-Technology

Other
(Explain In 

Comment Box)
Comment

Kaspersky Advanced Sandbox
Kaspersky Analysis Engines
Kaspersky Anti-Virus
Kaspersky VirusDesk
Kaspersky Application Control/Dynamic Whitelisting
Kaspersky Application Launch Control - Corporate Servers
Kaspersky Automated Vulnerability Assessment
Kaspersky Automated Vulnerability Patch Management
Kaspersky Business Hub
Kaspersky Cloud Security
Kaspersky Cyber Security Services [Security Education/Training]
Kaspersky Data Center Security
Kaspersky Device Control
Kaspersky Distributed Denial of Service (DDOS)
Kaspersky Embedded Systems Security
Kaspersky Endpoint Security
Kaspersky Endpoint Security - Cloud
Kaspersky Endpoint Security for Business Advanced
Kaspersky Expert Services [Penetration, Application Security, Digital Forensics, 
Malware Analysis]
Kaspersky HuMachine
Kaspersky Hybrid Cloud Security
Kaspersky Industrial Cyber Security
Kaspersky Internet Security
Kaspersky Internet Security for MAC
Kaspersky Maintenance Service Agreement
Kaspersky Mobile Security
Kaspersky Multi-Layered Sensor Architecture
Kaspersky Password Manager
Kaspersky Private Security Network
Kaspersky Professional Services
Kaspersky Security Center
Kaspersky Security for Storage [anti-virus]
Kaspersky Security for Virtualization - Agentless
Kaspersky Security for Virtualization - Light Agent
Kaspersky Security for Windows 365
Kaspersky Security for Windows Server
Kaspersky Security Network
Kaspersky Security Virtual Machine
Kaspersky Small Office Security
Kaspersky System Watcher [Anti-Ransom, Anti-Exploit]
Kaspersky Threat Intelligence
Kaspersky Threat Management & Defense
Kaspersky Total Security
Kaspersky Web Control
Kaspersky Whitelisting - Cloud Empowered
Other (Describe in Comment Box)
Pre-2014 Kaspersky Hardware & Software Products [Use Comment Box]

Previous Page
Section 1.g - Kaspersky Technologies Deployed in Organization Products & Terms of Technology License

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction: 1) For each Kaspersky product type listed in the left column, identify those which your organization has used since 2014 for inclusion in the hardware or 
software (including services) products that your organization designs, manufactures, markets, or distributes.
[Respond to all category blocks]

Instruction:  2) For each product type listed in the left column, identify the terms by which Kaspersky technologies are licensed for 
inclusion in the products your organization designs, manufactures, markets, or distributes.
[Respond to all category blocks]

Comments:

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY
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Callout
Annual License Fee	Multi-Year License Fee	One-Time Payment	Information Sharing Agreement	Free	None	Other* 	
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Brand Recognition	Ease of Use	Lowest Pricing	Performance/ Effectiveness	Reliability	Integration Time/ Latency	Technical Support	Technical Collaborations	Technical Superiority	No Competitive Equivalent	Contract Terms/Financing	Kaspersky Financial Rebates	Full-Service Network Security Services  	Satisfying Customer Requests	Other (Use Comment Box)	
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Types of Kaspersky Product/Associated Intellectual Property

Your organization's 
Internal Business 
Operations and 

Network Systems

Products Services
Other

(Describe in 
Comment Box}

Comments

Kaspersky Advanced Sandbox
Kaspersky Analysis Engines
Kaspersky Anti-Virus
Kaspersky VirusDesk
Kaspersky Application Control/Dynamic Whitelisting
Kaspersky Application Launch Control - Corporate Servers
Kaspersky Automated Vulnerability Assessment
Kaspersky Automated Vulnerability Patch Management
Kaspersky Business Hub
Kaspersky Cloud Security
Kaspersky Cyber Security Services [Security Education/Training]
Kaspersky Data Center Security
Kaspersky Device Control
Kaspersky Distributed Denial of Service (DDOS)
Kaspersky Embedded Systems Security
Kaspersky Endpoint Security
Kaspersky Endpoint Security - Cloud
Kaspersky Endpoint Security for Business Advanced
Kaspersky Expert Services [Penetration, Application Security, Digital 
Forensics, Malware Analysis]
Kaspersky HuMachine
Kaspersky Hybrid Cloud Security
Kaspersky Industrial Cyber Security
Kaspersky Internet Security
Kaspersky Internet Security for MAC
Kaspersky Maintenance Service Agreement
Kaspersky Mobile Security
Kaspersky Multi-Layered Sensor Architecture
Kaspersky Password Manager
Kaspersky Private Security Network
Kaspersky Professional Services
Kaspersky Security Center
Kaspersky Security for Storage [anti-virus]
Kaspersky Security for Virtualization - Agentless
Kaspersky Security for Virtualization - Light Agent
Kaspersky Security for Windows 365
Kaspersky Security for Windows Server
Kaspersky Security Network
Kaspersky Security Virtual Machine
Kaspersky Small Office Security
Kaspersky System Watcher [Anti-Ransom, Anti-Exploit]
Kaspersky Threat Intelligence
Kaspersky Threat Management & Defense
Kaspersky Total Security
Kaspersky Web Control
Kaspersky Whitelisting - Cloud Empowered
Other (Describe in Comment Box)
Pre-2014 Kaspersky Hardware & Software Products [Use Comment Box]

Previous Page

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction: 
1) Identify all of the Kaspersky technologies listed below that your organization has used in any way since 2014 to support its internal business operations and information networks.                                                                         
2) For each Kaspersky technology that your organization utilizes internally, identify whether its use is in the form of a purchased hardware or software product; procured services that
support your operations with enabling hardware or software using Kaspersky technologies; or other types of goods that utilize Kaspersky technologies. 

Comments:

Section 1.h - Kaspersky Technologies Used for Internal Business Operations

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY
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Next Page

U.S. Critical Infrastructure Sectors Purchasing Your Organization's 
Products that Contain Kaspersky Technologies   ->

Types of Kaspersky Product/Associated Intellectual Property
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Other
[Explain in Comment Box Below]

A.
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

B.
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

C.
Host Intrusion Detection (HIDS)
 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

D.
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

E.
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]

Previous Page
Section 1.i - End Uses of Hardware and Software Products Sold Containing Kaspersky Technologies 

Instruction: For each of the U.S. critical infrastructure sectors shown in the top of the table, identify the types of information technology products containing any Kaspersky technologies sold to them (directly or indirectly) by your organization since 2014.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]

Network Infrastructure Devices

Network Security Devices

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Comments

Intrusion Detection/Prevention Systems

Network Systems

Other Products

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY

cmarquis-olson
Callout
Hardware	Software	Both	None	(Options for all drop-downs on this Tab are the same)
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Next Page

Primary Product Provided Customer Name Customer 
DUNS

Customer
City, State Primary Product Provided Customer Name Customer 

DUNS
Customer
City, State Primary Product Provided Customer Name Customer 

DUNS
Customer
City, State

Chemicals
Basic, Specialty, and Agricultural  Chemicals, Pharmaceuticals, Consumer Products

Commercial Facilities
Lodging, Retail, Sports Facilities 

Communications
Broadcast, Telephone, Internet, Cable, Satellite  

Critical Manufacturing
Primary Metals, Electrical Equipment, Machinery Manufacturing, Transportation Equipment  

Dams
Flood Control, Navigation Locks, Levees

Defense Industrial Base
Domestic and Foreign Supply Chain

Emergency Services
Fire, Police, Emergency Management, Public Works

Energy
Power Generation, Petroleum Production, Coal Mining, Fuel Transportation 

Financial Services
Banking, Securities, Funds Transfers

Food and Agriculture
Production, Transportation, Inspection, Importation

Government Facilities
Buildings, Military Installations, Laboratories,  Court Houses

Elections Infrastructure
Voting Equipment, Databases, Software

Healthcare and Public Health
Hospitals, Drug Makers, Research Labs 

Information Technology
IT Products and Services, Internet Functionality

Nuclear
Nuclear Reactors, Materials, and Waste

Transportation Systems
Aviation, Highway, Maritime, Pipelines, Rail, Ports 

Water and Waste Water Systems
Sewer, Filtration, Water Treatment Plants, Irrigation

Comments

Previous Page

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Section 1.j - End Users of Hardware and Software Products Sold Containing Kaspersky Technologies 

Instruction: For each of the U.S. critical infrastructure sectors shown, identify your organization's top five customers in the U.S. by volume since 2014, and your primary type of information technology product containing any Kaspersky technologies sold to them (directly or indirectly). 

Primary Product dropdown menus are populated based on the information you provided in Section 1e of this survey.

Critical Infrastructure Sector
1 2 3

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY

cmarquis-olson
Callout
Primary Product dropdown menus are populated based on the information you provided in Section 1e of this survey.

cmarquis-olson
Callout
Primary Product dropdown menus are populated based on the information you provided in Section 1e of this survey.

cmarquis-olson
Callout
Primary Product dropdown menus are populated based on the information you provided in Section 1e of this survey.
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Chrome OS

Hypervisor - KVM Juniper Networks - JUNOS

Hypervisor - VMWare ESX

Hypervisor - Xen/XenServer

Hypervisor - Microsoft Hyper V

 Hypervisor - Other (Describe in Comment Box)

Mac OS 

Windows Server

Windows 10

Windows 7

Older Windows Versions Other (specify here) Other (specify here)

Linux Server Other (specify here) Other (specify here)

Android

Comments:

iOS - Apple Blackberry

BUSINESS CONFIDENTIAL ‐ Per Section 705(d) of the Defense Production Act

Nokia AlcatelLucent: Service Router OS (SROS)
Open Source Projects: DresDen-Wireless Router 
(DD/WRT) or OPEN Wireless Router (Open-
WRT)
Cumulus Linux

Open Source Linux (and variants)

Mobile Operating Systems

Proprietary Operating Systems

Berkeley Software Distribution (BSD) - 
Unix-like Operating System

VMWorks

Custom Operating Systems 

Industrial Operating Systems

Network Operating Systems

Linux Workstation

Red Hat Linux Sever

Red Hat Linux Workstation

Unix Server 

Cisco - IOS

Juniper Networks - ScreenOS

Open Networking Foundation - ONOS

VyOS

Open Networking Foundation - StratumUnix 

Next PagePrevious Page
Section 1.k - Operating Systems on Which Organization's Products Containing Kaspersky Technologies Were Designed to Function

Computer Operating Systems

Instruction: Identify the hardware and software products containing Kaspersky technologies sold since 2014 by your organization that can function with, or be integrated with, any of the computer 
operating systems and mobile device operating systems listed below.

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY

cmarquis-olson
Callout
Hardware	Software	Both	None	

cmarquis-olson
Callout
Hardware	Software	Both	None	

cmarquis-olson
Callout
Hardware	Software	Both	None	

cmarquis-olson
Callout
Hardware	Software	Both	None	

cmarquis-olson
Callout
Hardware	Software	Both	None	

cmarquis-olson
Callout
Hardware	Software	Both	None	
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Next Page

                           Means of Accessing Kaspersky Product

Packaged 
Software 

Purchased 
Directly from 
Kaspersky 

Installed by Your 
Organization's 

Staff

Packaged 
Software Sold 
by Kaspersky  

Authorized Third-
Party Reseller

Packaged 
Software 

Downloaded 
Directly from 
Kaspersky 

Servers

Software Installed 
at Your 

Organization's 
Product 

Manufacturing 
Facilities by 
Kaspersky 
Employees

Software Installed at 
Your Product 

Manufacturing 
Facilities by  
Kaspersky- 

Authorized Third-
Party Firms

Software Purchased 
Through a Cloud 

(e.g. AWS 
Marketplace, Azure 

Services, etc.)

Other Comments

0 A.
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B.
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C.
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D.
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E.
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Previous Page

Instruction: For each product type listed in the left column, identify the means by which your organization gains access to Kaspersky technologies for hardware and software integrated into the products that your organization designs, manufactures, markets, or 
distributes.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]

Section 1.l - Modes of Accessing Kaspersky Technologies for Product Development-Production

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Comments:

Network Infrastructure Devices

Network Security Devices

Intrusion Detection/Prevention Systems

Network Systems

Other Products

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY

cmarquis-olson
Callout
Yes	No

cmarquis-olson
Callout
Yes	No

cmarquis-olson
Callout
Yes	No

cmarquis-olson
Callout
Yes	No

cmarquis-olson
Callout
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cmarquis-olson
Callout
Yes	No

cmarquis-olson
Callout
Public Cloud	Private Cloud	Both	



17

Next Page

Types of Kaspersky Product/Associated Intellectual Property

Ongoing/Termination of Use
of Kaspersky Technology in 

Organization's 
Hardware Products

Ongoing/Termination of Use
of Kaspersky Technology in 

Organization's 
Software Products

Comments
Unauthorized, Cloned/

Counterfeit
Hardware Products

Unauthorized, Cloned/
Counterfeit

Software Products
Comments

0 A.
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B.
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C.
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D.
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E.
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Previous Page

Instruction: For each product type listed in the left column that was sold by your organization since 2014 identify whether your organization continues to use Kaspersky technologies or the year during which Kaspersky technologies stopped being incorporated into these products. Then identify those products suspected to have 
been subject to unauthorized production; and counterfeit production.  State whether any of the unauthorized production of goods and the cloned/counterfeit products used any Kaspersky technology and services. For those products containing Kaspersky technologies, use the comments areas describe the scale and scope of 
the overproduction, product counterfeiting, and distribution.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]

Section 1.m - Kaspersky Technologies Deployed in Organization Products - Clones & Counterfeits

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Comments:

Network Infrastructure Devices

Network Security Devices

Intrusion Detection/Prevention Systems

Network Systems

Other Products

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY

cmarquis-olson
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Ongoing Use	Halted Prior to 2015	Halted 2015	Halted 2016	Halted 2017	Halted 2018	Halted 2019	
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Unauthorized Production	Counterfeit Production	Both	None	
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Next Page

Hardware Products Sold 
By Your Organization that Contain Kaspersky Technology

State the Total 
Number of Models 

Produced Since 
2014 Containing 

Kaspersky 
Technologies

Product 
Name #1

#1 Your 
Organization's

 Product 
Model/Series 

Number Y
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Comments Product 
Name #2

#2 Your 
Organization's

 Product 
Model/Series 

Number Y
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Comments

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B.
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C.
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D.
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E.
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Instruction: For the information network hardware products sold by your organization since 2014 that incorporate or otherwise contain embedded Kaspersky technologies (hardware or software) provide: 
1) the Total Number of Models Produced.
2) the Name(s) and corresponding Model/Series number for each product sold by your organization.
3) the Year of first customer shipment for each distinct model number.
4) the number of versions produced of each distinct product model.

[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbes shall be entered in successive form blocks that are reached by scrolling this page to the right. → → → →

Integration of Kaspersky Software, Hardware, & Services in Hardware Systems - Technology Type/Versions

Section 2.a - Embedding of Kaspersky Software into Manufacturers Information Technology Hardware Products

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Network Security Devices

Intrusion Detection/Prevention Systems

Network Systems

Other Products

Comments

Previous Page

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY
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Next Page

   

#1 Your 
Organization's 

Product 
Model/Series

 Number

Lo
ca

l A
nt

i-V
iru

s

C
lo

ud
 A

nt
i-V

iru
s

E-
m

ai
l S

ca
nn

in
g

Id
en

tif
y 

Th
ef

t 
Sc

an
ni

ng

IP
 L

os
s 

Pr
ev

en
tio

n

N
et

w
or

k 
In

tru
si

on
 

D
et

ec
tio

n/
Pr

ev
en

tio
N

et
w

or
k 

Fi
re

w
al

l/P
ro

xy
O

th
er

 (U
se

 
C

om
m

en
t B

ox
)

C
om

pi
le

d 
Se

pa
ra

te
ly

C
om

pi
le

d 
To

ge
th

er

Tr
an

sl
at

ed

Ex
ec

ut
ab

le

O
th

er
 (U

se
 

C
om

m
en

t B
ox

)

Comments

#2 Your 
Organization's 

Product 
Model/Series
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Comments

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Section 2.b - Integration/Embedding of Kaspersky Software into Domestic Manufacturers Information Technology Hardware Produc

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction: For each type of information technology hardware product identified on the previous page as incorporating or otherwise containing any Kaspersky technologies (hardware or software): 
1) Provide the Kaspersky product model (Autopopulated)
2) State the functions and capabilities of the Kaspersky software
3) Specify the methods used for integrating Kaspersky technologies into your organization's products.  [Respond to all category blocks]
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]

Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right. → → → →  
Description of Methods 

for Integrating Kaspersky 
Software into Your 

Organization's Hardware 
Products

Description of Functions/Capabilities
of Kaspersky Software Integrated into

Your Organization's Hardware Products

Description of Functions/Capabilities
of Kaspersky Software Integrated into

Your Organization's Hardware Products

Description of Methods 
for Integrating Kaspersky 

Software into Your 
Organization's Hardware 

Products

Comments

Previous Page

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY
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Next Page

Hardware Products Sold 
By Your Organization that Contain

 Kaspersky Technology
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Organization's 

Product 
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Comments
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Organization's 
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Comments

A. Network Infrastructure Devices
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

B. Network Security Devices
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

C. Intrusion Detection/Prevention Systems
  Host Intrusion Detection (HIDS)

 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

D. Network Systems
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

E. Other Products
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction: For the types information network hardware products identified on the previous page as incorporating or otherwise containing embedded Kaspersky technologies, provide: 
1) Applicable model numbers  [Autopopulate];
2) Associated application program interfaces (APIs); and 
3) The method for signing software publication certificates associated with Kaspersky technologies being integrated into your organization's products. [Respond to all category blocks]
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right. → → → →

Integration of Kaspersky Software and Services in Hardware Systems - Program Interfaces/Software Publication Certificates

Associated Application
 Program Interfaces (APIs)

Method for Signing Software 
Publication Certificate

Associated Application
 Program Interfaces (APIs)

Method for  Signing Software 
Publication Certificate

Comments

Section 2.c - Integration/Embedding of Kaspersky Software into Manufacturers' Information Technology Hardware Product
Previous Page
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Comment

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Instruction: For the types information technology hardware products identified on the previous page as incorporating or otherwise containing embedded Kaspersky technologies, provide: 
1) Model numbers (Autopopulated);
2) Types of data that can be accessed; [Respond to all category blocks] 
3) Levels of System Access available to Kaspersky software.  
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Section 2.d - Integration/Embedding of Kaspersky Software into Manufacturers' Information Technology Hardware Products

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Levels of System Access
Available to Kaspersky SoftwareTypes of Data That Can Be Accessed Levels of System Access

Available to Kaspersky Software Types of Data That Can Be Accessed
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0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Section 2.e - Integration/Embedding of Kaspersky Technologies into Manufacturers' Information Technology Hardware Products - Functional Conditions for Kaspersky Technologies/Limits on Kaspersky in Syste

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction:
1) Identify the methods by which Kaspersky software in your network hardware systems can perform its functions; and
2) Specify the measures invoked by your organization to isolate Kaspersky software and services from the rest of the system. [Respond to all category blocks]
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software, Hardware, & Services in Hardware Systems - Functional Conditions for Kaspersky Software/Limits on Kaspersky in Systems
Methods by Which Kaspersky Technology Can 

Perform Its Functions
Measures Invoked to Isolate Kaspersky 

Software & Services from Rest of System 
Methods by Which Kaspersky Technology Can

 Perform Its Functions
Measures Invoked to Isolate Kaspersky

 Software & Services from Rest of System 
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Next Page

Hardware Products Sold 
By Your Organization that Contain Kaspersky Technology

#1 Your 
Organization's 

Product 
Model/Series

 Number

Was this product 
designed internally 

or externally?

Do you formally designate
third-party companies as 

"Manufacturer 
Authorized" to service 

and upgrade this 
product?

Comments

#2 Your 
Organization's 

Product 
Model/Series

 Number

Was this product 
designed internally 

or externally?

Do you formally designate
third-party companies as 

"Manufacturer 
Authorized" to service 

and upgrade this 
product?

Comments

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Previous Page

Instruction: For the information technology hardware products containing Kaspersky technologies that your organization sells:  
1) Indicate whether your organization's hardware products are designed internally by organization staff, externally by contractors, or by both organization employees and external contractors;
2) State whether your organization formally designates third-party companies as "Manufacturer Authorized" to service and upgrade the products sold by your organization. 
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software, Hardware, & Services in Hardware Systems - Product Design, Service and Upgrade Practices

Section 2.f - Product Design, Manufacturing, and Servicing of Hardware Products Containing Kaspersky Technologies - Internal-External/Third Party Services

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY

cmarquis-olson
Callout
Internal	External	Both	

cmarquis-olson
Callout
Yes	No

cmarquis-olson
Callout
Internal	External	Both	

cmarquis-olson
Callout
Yes	No 



24

Next Page

Software Products Sold 
By Your Organization that Contain Kaspersky Technology

[Auto-Populate This List Below from 1d]

State the Total 
Number of Models 

Produced Since 
2014 Containing 

Kaspersky 
Technologies
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0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)                    
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B.
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C.
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D.
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E.
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Network Systems

Intrusion Detection/Prevention Systems

Previous Page

Other Products

Comments:

Integration of Kaspersky Software, Hardware, & Services in Software Systems - Technology Type/Versions

Section 3.a - Embedding of Kaspersky Software into Manufacturers Information Technology Software Products
Instruction: For the information network software products sold by your organization since 2014 that incorporate or otherwise contain embedded Kaspersky software technologies provide:
1) the Total Number of Models Produced.
2) the Name(s) and corresponding Model/Series number for each product sold by your organization.
3) the Year of first customer shipment for each distinct model number.
4) the number of versions produced of each distinct product model.

[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers shall be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Network Security Devices
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Comments

A. Network Infrastructure Devices
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

B. Network Security Devices
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

C. Intrusion Detection/Prevention Systems
  Host Intrusion Detection (HIDS)

 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

D. Network Systems
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

E. Other Products
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Previous Page

Comments:

Section 3.b - Integration/Embedding of Kaspersky Software into Domestic Manufacturers Information Technology Software Products
Instruction: For each type of information technology software product identified on the previous page as incorporating or otherwise containing any Kaspersky software technologies:
1) Provide Kaspersky product model (Autopopulated)
2) State the functions and capabilities of the Kaspersky software
3) Specify the methods used for integrating Kaspersky technologies into your organization's products.  [Respond to all category blocks]
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Description of Functions/Capabilities
of Kaspersky Software Integrated into
Your Organization's Software Products

Description of Methods for
Integrating Kaspersky 

Software into Your 
Organization's Software 

Products

Description of Functions/Capabilities
of Kaspersky Software Integrated into
Your Organization's Software Products

Description of Methods for
Integrating Kaspersky 

Software into Your 
Organization's Software 

Products
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0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Previous Page

Comments:

Section 3.c - Integration/Embedding of Kaspersky Software into Manufacturers' Information Technology Software Product
Instruction: For the types of information network software products identified on the previous page as incorporating or otherwise containing embedded Kaspersky software technologies, provide: 
1) Applicable model numbers  [Autopopulate];
2) Associated application program interfaces (APIs); and 
3) The method for signing software publication certificates associated with Kaspersky technologies being integrated into your organization's products. [Respond to all category blocks]
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.] 
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software and Services in Software Systems - Program Interfaces/Software Publication Certificates

Associated Application
 Program Interfaces (APIs)

Method for Signing Software 
Publication Certificate

Associated Application
 Program Interfaces (APIs)

Method for  Signing Software 
Publication Certificate
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Comment

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]
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Section 3.d - Integration/Embedding of Kaspersky Software into Manufacturers' Information Technology Software Products

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

For the types information technology software products identified on the previous page as incorporating or otherwise containing embedded Kaspersky software technologies, provide: 
1) Model numbers (Autopopulated);
2) Types of data that can be accessed; [Respond to all category blocks] 
3) Highest possible levels of system access available to Kaspersky software.  
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Types of Data That Can Be Accessed Highest Possible Levels of System Access
Available to Kaspersky Software Types of Data That Can Be Accessed Highest Possible Levels of System Access

Available to Kaspersky Software
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0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Previous Page
Section 3.e Integration/Embedding of Kaspersky Technologies into Manufacturers' Information Technology Software Products - Functional Conditions for Kaspersky Technologies/Limits on Kaspersky in Syste

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction:
1) Identify the methods by which Kaspersky software in your network software systems can perform its functions; and
2) Specify the measures invoked by your organization to isolate Kaspersky software and services from the rest of the system. [Respond to all category blocks]
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software, Hardware, & Services in Software Systems - Functional Conditions for Kaspersky Software/Limits on Kaspersky in Systems
Methods by Which Kaspersky Technology Can 

Perform Its Functions
Measures Invoked to Isolate Kaspersky 

Software & Services from Rest of System 
Methods by Which Kaspersky Technology Can

 Perform Its Functions
Measures Invoked to Isolate Kaspersky 

Software & Services from Rest of System 
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Software Products Sold 
By Your Organization that Contain Kaspersky Technology

#1 Your 
Organization's 

Product 
Series/Model

 Number

Was this product 
designed internally 

or externally?

Do you formally designate
third-party companies as 

"Manufacturer 
Authorized" to service 

and upgrade this 
product?

Comments

#2 Your 
Organization's 

Product 
Series/Model

 Number

Was this product 
designed internally 

or externally?

Do you formally designate
third-party companies as 

"Manufacturer 
Authorized" to service 

and upgrade this 
product?

Comments

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Previous Page

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction: For the information technology software products containing Kaspersky technologies that your organization sells:  
1) Indicate whether your organization's software products are designed internally by company staff, externally by contractors, or by both company employees and external contractors;
2) State whether your organization formally designates third-party companies as "Manufacturer Authorized" to service and upgrade the products sold by your organization. 
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software, Hardware, & Services in Software Systems - Product Design, Service and Upgrade Practices

Section 3.f - Integration of Kaspersky Software & Services in Software Systems - Product Design, Service and Upgrade Practices

PDF FOR REFERENCE
SUBMIT EXCEL VERISON ONLY

cmarquis-olson
Callout
Internal	External	Both	

cmarquis-olson
Callout
Internal	External	Both	

cmarquis-olson
Callout
Yes	No	

cmarquis-olson
Callout
Yes	No	



30

Next Page

Types of Devices that Communicate With Kaspersky

#1 Your 
Company's Product 

Series/Model
 Number

(autofilled from 
Section 2a)

K
as

pe
rs

ky
 S

ec
ur

ity
 

N
et

w
or

k

K
as

pe
rs

ky
 In

fra
st

ru
ct

ur
e

K
as

pe
rs

ky
 A

ffi
lia

te

O
th

er
(U

se
 C

om
m

en
t B

ox
)

N
o 

K
as

pe
rs

ky
 T

el
em

et
ry

A
le

rts
 (S

N
M

P
, S

ys
Lo

g,
 

et
c.

)

B
ug

 F
ix

 R
ep

or
ts

S
ys

te
m

 O
pe

ra
tio

ns

R
em

ot
e 

C
om

m
an

d
/C

on
tro

l
S

ys
te

m
 

P
er

fo
rm

an
ce

 D
at

a

S
ys

te
m

 U
pd

at
es

U
se

r D
at

a

U
nk

no
w

n/
E

nc
ry

pt
ed

D
et

ec
tio

n 
E

ve
nt

s,
  N

o 
D

at
a

D
et

ec
tio

n 
E

ve
nt

s,
S

am
pl

e 
H

as
he

s
D

et
ec

tio
n 

E
ve

nt
s,

S
am

pl
e 

C
on

te
nt

C
lo

ud
 S

ca
nn

in
g,

S
am

pl
e 

H
as

he
s

C
lo

ud
 S

ca
nn

in
g,

  S
am

pl
e 

C
on

te
nt

O
th

er
 A

le
rt,

 
N

o 
U

se
r D

at
a

O
th

er
 A

le
rt,

 U
se

r D
at

a

P
ro

xy
 E

ve
nt

s Comments

#2 Your 
Company's 

Product 
Series/Model

 Number

K
as

pe
rs

ky
 S

ec
ur

ity
 

N
et

w
or

k

K
as

pe
rs

ky
 In

fra
st

ru
ct

ur
e

K
as

pe
rs

ky
 A

ffi
lia

te

O
th

er
(U

se
 C

om
m

en
t B

ox
)

N
o 

K
as

pe
rs

ky
 T

el
em

et
ry

A
le

rts

B
ug

 F
ix

 R
ep

or
ts

S
ys

te
m

 O
pe

ra
tio

ns

R
em

ot
e 

C
om

m
an

d
/C

on
tro

l
S

ys
te

m
 

P
er

fo
rm

an
ce

 D
at

a

S
ys

te
m

 U
pd

at
es

U
se

r D
at

a

U
nk

no
w

n/
E

nc
ry

pt
ed

D
et

ec
tio

n 
E

ve
nt

s,
  N

o 
D

at
a

D
et

ec
tio

n 
E

ve
nt

s,
S

am
pl

e 
H

as
he

s
D

et
ec

tio
n 

E
ve

nt
s,

S
am

pl
e 

C
on

te
nt

C
lo

ud
 S

ca
nn

in
g,

S
am

pl
e 

H
as

he
s

C
lo

ud
 S

ca
nn

in
g,

  S
am

pl
e 

C
on

te
nt

O
th

er
 A

le
rt,

 
N

o 
U

se
r D

at
a

O
th

er
 A

le
rt,

 U
se

r D
at

a

P
ro

xy
 E

ve
nt

s Comments

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]
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Section 4.a - Integration/Embedding of Kaspersky Technologies into Manufacturers Information Technology Hardware - Telemetry I: Direct Comm, Types of Comm  

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Instruction:
1) Identify the hardware products designed, manufactured, marketed or distributed  by your organization that incorporate Kaspersky software or associated Kaspersky services that allow your organization's products to communicate with the Kaspersky security network, other 
Kaspersky infrastructure, and Kaspersky affiliates.
 2) Specify the types of communications that your organization's hardware products send or receive to/from Kaspersky networks.
 3) State the types of communications alerts/events that are associated with the hardware products marketed by your organization that incorporate Kaspersky software.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product model numbers. Information on additional product model numbers may be entered in form blocks reached by scrolling this page to the right → → → →

Communicates with 
Kaspersky Connected 

Systems 
Types of Communications Received/Sent

Communicates with 
Kaspersky Connected 

Systems 
Types of Communications Received/Sent Types of Associated Communications

 Detection Events/Alert Events
Types of Associated Communications

 Detection Events/Alert Events
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Types of Devices that Communicate 
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Comments

A. Network Infrastructure Devices
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

B. Network Security Devices
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

C. Intrusion Detection/Prevention Systems
  Host Intrusion Detection (HIDS)

 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

D. Network Systems
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

E. Other Products
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]
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BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Section 4.b - Integration/Embedding of Kaspersky Technologies into Manufacturers Information Technology Hardware - Telemetry 2: Receiving Methods, Returning Info 
Instruction: For the hardware products reported in Section 4.a as utilizing Kaspersky software or associated Kaspersky services that allow your organization's products to commun
with the Kaspersky Security Network, Other Kaspersky infrastructure, or Third-Parties with known supporting-contract relationships with Kaspersky – identify the:
1) Methods used for Receiving Updates, Signatures, Instructions; 
2) Modes used for Returning Information Directly Back to Kaspersky.
If your response is "unknown", select Yes for "Other" and explain in the comment box at right why your organization does not know this information.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software, Hardware, & Services in Hardware Systems - Methods for Receiving/Modes for Returning Information

Methods for Receiving Updates, 
Signatures, Instructions

Modes for 
Returning

 Information 
Back to 

Kaspersky

Methods for Receiving Updates, 
Signatures, Instructions

Modes for 
Returning 

Information 
Back to 

Kaspersky
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Types of Devices that Communicate Directly
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Comments

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]
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BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Section 4.c - Integration/Embedding of Kaspersky Technologies into Manufacturers Information Technology Hardware - Telemetry 3: Passive Indicators, All Indicato

Instruction: For the hardware products reported in Section 4.a as utilizing Kaspersky software or associated Kaspersky services that allow your organization's products to communicate with the Kaspersky Security Network, Other Kaspersky Company infrastructure, or Third-Parties with known supporting or contract relationships with Kaspersky – identify the:
1) Indicators for Passively Detecting Kaspersky in Hardware Products;
2) Report All Indicators Associated with Communications with Kaspersky.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software, Hardware, & Services in Hardware Systems - Passive Detection in Hardware/Communications Indicators

Indicators for Passively Detecting Kaspersky
 in Hardware Products

Report All Indicators 
Associated With 

Communications With 
Kaspersky

Indicators for Passively Detecting Kaspersky 
in Hardware Products

Report All Indicators 
Associated With 

Communications With 
Kaspersky
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Types of Devices that Communicate With Kaspersky

#1 Your 
Company's Product 

Series/Model
 Number

(autofilled from 
Section 3a)

Ka
sp

er
sk

y 
Se

cu
rit

y 
N

et
w

or
k

Ka
sp

er
sk

y 
In

fra
st

ru
ct

ur
e

Ka
sp

er
sk

y 
Af

fil
ia

te

O
th

er
(U

se
 C

om
m

en
t B

ox
)

N
o 

Ka
sp

er
sk

y 
Te

le
m

et
ry

Al
er

ts
 (S

N
M

P,
 S

ys
Lo

g,
 

et
c.

)

Bu
g 

Fi
x 

R
ep

or
ts

Sy
st

em
 O

pe
ra

tio
ns

R
em

ot
e 

C
om

m
an

d
/C

on
tro

l
Sy

st
em

 
Pe

rfo
rm

an
ce

 D
at

a

Sy
st

em
 U

pd
at

es

U
se

r D
at

a

U
nk

no
w

n/
En

cr
yp

te
d

D
et

ec
tio

n 
Ev

en
ts

,
 N

o 
D

at
a

D
et

ec
tio

n 
Ev

en
ts

,
 S

am
pl

e 
H

as
he

s
D

et
ec

tio
n 

Ev
en

ts
,

 S
am

pl
e 

C
on

te
nt

C
lo

ud
 S

ca
nn

in
g,

 S
am

pl
e 

H
as

he
s

C
lo

ud
 S

ca
nn

in
g,

 S
am

pl
e 

C
on

te
nt

O
th

er
 A

le
rt,

 
N

o 
U

se
r D

at
a

O
th

er
 A

le
rt,

 U
se

r D
at

a

Pr
ox

y 
Ev

en
ts Comments

#2 Your 
Company's 

Product 
Series/Model

 Number

Ka
sp

er
sk

y 
Se

cu
rit

y 
N

et
w

or
k

Ka
sp

er
sk

y 
In

fra
st

ru
ct

ur
e

Ka
sp

er
sk

y 
Af

fil
ia

te

O
th

er
(U

se
 C

om
m

en
t B

ox
)

N
o 

Ka
sp

er
sk

y 
Te

le
m

et
ry

Al
er

ts

Bu
g 

Fi
x 

R
ep

or
ts

Sy
st

em
 O

pe
ra

tio
ns

R
em

ot
e 

C
om

m
an

d
/C

on
tro

l
Sy

st
em

 
Pe

rfo
rm

an
ce

 D
at

a

Sy
st

em
 U

pd
at

es

U
se

r D
at

a

U
nk

no
w

n/
En

cr
yp

te
d

D
et

ec
tio

n 
Ev

en
ts

,
 N

o 
D

at
a

D
et

ec
tio

n 
Ev

en
ts

,
 S

am
pl

e 
H

as
he

s
D

et
ec

tio
n 

Ev
en

ts
,

 S
am

pl
e 

C
on

te
nt

C
lo

ud
 S

ca
nn

in
g,

 S
am

pl
e 

H
as

he
s

C
lo

ud
 S

ca
nn

in
g,

 S
am

pl
e 

C
on

te
nt

O
th

er
 A

le
rt,

 
N

o 
U

se
r D

at
a

O
th

er
 A

le
rt,

 U
se

r D
at

a

Pr
ox

y 
Ev

en
ts Comments

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]
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BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Section 5.a - Integration/Embedding of Kaspersky Technologies into Manufacturers Information Technology Software - Telemetry I: Direct Comm, Types of Communications

Instruction:
 1) Identify the software  products designed, manufactured, marketed or distributed by your company that incorporate Kaspersky software or associated Kaspersky services that allow your organization's products to communicate with the Kaspersky security network, Kaspersky infrastructure, and 
Kaspersky affiliates.
 2) Specify the types of communications that your organization's software products send or receive to/from Kaspersky networks.
 3) State the types of communications alerts/events that are associated with the software products marketed by your organization that incorporate Kaspersky software.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Communicates with 
Kaspersky Connected 

Systems 
Types of Communications Received/Sent Types of Associated Communications

 Detection Events/Alert Events

Communicates with 
Kaspersky Connected 

Systems 
Types of Communications Received/Sent Types of Associated Communications

 Detection Events/Alert Events
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Types of Devices that Communicate 
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Comments

A. Network Infrastructure Devices
Routers - Home Office/Small Office 
Routers - Enterprise/Internet Service Provider Grade
Switches - Home Office/Small Office
Switches - Enterprise/Internet Service Provider Grade
Gateways - Home Office/Small Office (not including switches/routers)
Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
Gateways - Cloud (not including switches/routers)
Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
Gateways - Mobile Secure Gateways (not including switches/routers)
Gateways - Other (not including switches/routers)
Other [Define in Comment Box]

B. Network Security Devices
Antivirus Scanning Application - Host Based
Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
Firewalls - Host Based
Firewalls - Network Appliance
Firewalls - Cloud
Firewalls - Virtualized
Web Application Firewalls
End Point Detection & Response (EDR)
Deep Packet Inspection (DPI) Appliance
Security Information and Event Management (SIEM) 
Web Proxies/Content Filtering
Other [Define in Comment Box]

C. Intrusion Detection/Prevention Systems
  Host Intrusion Detection (HIDS)

 Network Intrusion Detection Systems (NIDS)  
Host Intrusion Prevention Systems (HIPS)
Network Intrusion Prevention Systems (NIPS)
Unified Threat Management (UTM) Systems
Honeypot
Network Tar Pit Solutions
Data Loss Prevention (DLP)
Data Recovery
Other [Define in Comment Box]

D. Network Systems
Virtual Private Network (VPN) 
Virtual Private Server (VPS)
Virtualization Software - Bare Metal Hypervisor
Virtualization Software - Work Station-Based Hypervisor
Software Defined Networking (SDN) solutions
Other [Define in Comment Box]

E. Other Products
Industrial Control Systems - Networked
Supervisory Control and Data Acquisition (SCADA)-Networked
Computer Operating Systems
Computer Firmware
Systems-On-Chip, Microcontroller Devices
Memory and Data Storage Devices
Mobile Device Operating Systems
Multi-Function Devices - Printers-Copiers-Scanners
Networked Printers
Networked Scanners
Health Management Systems - Network Connected
Health Systems/Devices - Network Connected
Physical Access Control Systems - Network Connected
Physical Security Video Monitoring Systems - Network Connected
Telepresence Systems (Audio & Video Conferencing Systems)
Other [Define in Comment Box]

Previous Page

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Section 5.b - Integration/Embedding of Kaspersky Technologies into Manufacturers Information Technology Software - Telemetry 2: Receiving Methods, Returning Information
Instruction: For the software products reported in Section 5.a as utilizing Kaspersky software or associated Kaspersky services that allow your organization's products to communicate 
with the Kaspersky Security Network, Other Kaspersky company infrastructure, or Third-Parties with known supporting-contract relationships with Kaspersky – identify the:
1) Methods used for Receiving Updates, Signatures, Instructions; 
2) Modes used for Returning Information Directly Back to Kaspersky.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software, Hardware, & Services in Hardware Systems - Methods for Receiving/Modes for Returning Information

Methods for Receiving Updates, 
Signatures, Instructions

Modes for 
Returning

 Information 
Back to 

Kaspersky

Methods for Receiving Updates, 
Signatures, Instructions

Modes for 
Returning 

Information 
Back to 

Kaspersky
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Types of Devices that Communicate Directly

#1 Your 
Organization's 

Product 
Series/Model
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Comments

#2 Your 
Organization's 

Product 
Series/Model

 Number

U
pd

at
es

Si
gn

at
ur

e

In
st

ru
ct

io
ns

Ad
de

d 
Se

rv
ic

es
/ 

Fu
nc

tio
na

lit
y

H
as

h 
C

ha
ng

es

In
cr

ea
se

d
M

em
or

y 
U

se
Pr

oc
es

s 
Id

en
tif

ic
at

io
n

R
eg

is
try

 E
nt

rie
s

O
th

er
 (U

se
 

C
om

m
en

t  
Bo

x)
In

te
rn

et
 P

ro
to

co
l 

Ad
dr

es
se

s
Em

ai
l 

Ad
dr

es
se

s

D
om

ai
ns

U
ni

qu
e 

In
di

ca
to

rs
O

th
er

 (U
se

 
C

om
m

en
t D

ox
)

Comments

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Previous Page

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Section 5.c - Integration/Embedding of Kaspersky Technologies into Manufacturers Information Technology Software - Telemetry 3: Passive Indicators, All Indicato

Instruction: For the software products reported in Section 5.a as utilizing  Kaspersky software or associated Kaspersky services that allow your organization's products to communicate with the Kaspersky Security Network, Other Kaspersky Company infrastructure, or Third-Parties with known supporting or contract relationships with Kaspersky – identify the:
1) Indicators for Passively Detecting Kaspersky in Software Products;
2) Report All Indicators Associated with Communications with Kaspersky.
[*Note: Respond to “Gateway” categories only where your organization designs, manufactures, markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the response section routers/or switches that also act as gateways.]
Enter all additional product names and model numbers. Information on additional product model numbers may be entered in successive form blocks that are reached by scrolling this page to the right → → → →

Integration of Kaspersky Software, Hardware, & Services in Hardware Systems - Passive Detection in Hardware/Communications Indicators

Indicators for Passively Detecting  Kaspersky
 in Hardware Products

Report All Indicators 
Associated With 

Communications With 

Indicators for Passively Detecting  Kaspersky 
in Hardware Products

Report All Indicators 
Associated With 

Communications With 
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Instruction: Identify the year that your organization began actively performing each practice with 
regard to any products it sells that incorporate third-party technologies. 

[*Note: Respond to “Gateway” categories only where your organizations designs, manufactures, 
markets or distributes specific products specified as “Gateways.”  Do not report as “Gateways” in the 
response section routers/or switches that also act as gateways.]

Hardware/Software Products Sold 
By Your Organization

0 A. Network Infrastructure Devices
0 Routers - Home Office/Small Office 
0 Routers - Enterprise/Internet Service Provider Grade
0 Switches - Home Office/Small Office
0 Switches - Enterprise/Internet Service Provider Grade
0 Gateways - Home Office/Small Office (not including switches/routers)
0 Gateways - Enterprise/Internet Service Provider Grade (not including switches/routers)
0 Gateways - Cloud (not including switches/routers)
0 Gateways - Modular Internet-of-Things (IoT) (not including switches/routers)
0 Gateways - Mobile Secure Gateways (not including switches/routers)
0 Gateways - Other (not including switches/routers)
0 Other [Define in Comment Box]
0 B. Network Security Devices
0 Antivirus Scanning Application - Host Based
0 Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)
0 Firewalls - Host Based
0 Firewalls - Network Appliance
0 Firewalls - Cloud
0 Firewalls - Virtualized
0 Web Application Firewalls
0 End Point Detection & Response (EDR)
0 Deep Packet Inspection (DPI) Appliance
0 Security Information and Event Management (SIEM) 
0 Web Proxies/Content Filtering
0 Other [Define in Comment Box]
0 C. Intrusion Detection/Prevention Systems
0   Host Intrusion Detection (HIDS)
0  Network Intrusion Detection Systems (NIDS)  
0 Host Intrusion Prevention Systems (HIPS)
0 Network Intrusion Prevention Systems (NIPS)
0 Unified Threat Management (UTM) Systems
0 Honeypot
0 Network Tar Pit Solutions
0 Data Loss Prevention (DLP)
0 Data Recovery
0 Other [Define in Comment Box]
0 D. Network Systems
0 Virtual Private Network (VPN) 
0 Virtual Private Server (VPS)
0 Virtualization Software - Bare Metal Hypervisor
0 Virtualization Software - Work Station-Based Hypervisor
0 Software Defined Networking (SDN) solutions
0 Other [Define in Comment Box]
0 E. Other Products
0 Industrial Control Systems - Networked
0 Supervisory Control and Data Acquisition (SCADA)-Networked
0 Computer Operating Systems
0 Computer Firmware
0 Systems-On-Chip, Microcontroller Devices
0 Memory and Data Storage Devices
0 Mobile Device Operating Systems
0 Multi-Function Devices - Printers-Copiers-Scanners
0 Networked Printers
0 Networked Scanners
0 Health Management Systems - Network Connected
0 Health Systems/Devices - Network Connected
0 Physical Access Control Systems - Network Connected
0 Physical Security Video Monitoring Systems - Network Connected
0 Telepresence Systems (Audio & Video Conferencing Systems)
0 Other [Define in Comment Box]

Year Began Notifying 
Purchasers of Kaspersky 
Technology Content in 

Products

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Previous Page
Section 6 - Practices for Tracking Technologies Used In Hardware & Software Network Products Sold By Your Organization

Comment
Year Began Notifying 

Purchasers of All Third-
Party Technologies

Year Began Maintaining a 
Current List of the Names 

of Executable 
Components in Hardware 

and Software Products

Year Began Maintaining a 
Current List of Third-Party 

Components Used in 
Hardware Products

Year Began Keeping a 
Current List of Suppliers 

of Executable 
Components Used by 

Your Organization

Year Began Maintaining a 
Current List of Third-Party 

Components Used in 
Software Products

Year Began Maintaining a 
List of Known 

Vulnerabilities Associated 
With Third-Party 

Executable Components

Year Began Maintaining a 
List of Known 

Vulnerabilities Associated 
With Organization-Owned 
Executable Components

Frequency of List 
Updates
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Reporting Level:

2017 2018 2019

A.

B.
C.
D.
E.

2017 2018 2019
A.
B.
C.
D.
E.

2017 2018 2019
A.
B.
C.
D.
E.
F.
G.
H.

2017 2018 2019

A.

B.

Previous Page

Record $ in Thousands, e.g. $12,000.00 = survey input of $12
Balance Sheet (Select Line Items):

Total Liabilities

Cash

Current Assets
Total Assets
Current Liabilities

Cost of Goods Sold
Total Operating Income (Loss)

Net Income

Section 7.a- Sales, Balance Sheet, and Income Statement
From 2017-2019, provide your organization's U.S. and non-U.S. sales information.

Net Sales (and other revenue)

U.S. Government

Record $ in Thousands, e.g. $12,000.00 = survey input of $12

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Comments:

Inventories

Kaspersky Specific Items:
Record $ in Thousands, e.g. $12,000.00 = survey input of $12

Total Revenue ($$) Earned from Selling, Incorporating, or 
Otherwise Promoting Kaspersky Technologies

Total Costs ($$) Associated with Licensing/Use of Kaspersky 
technologies used in your organization's Hardware and 
Software Products

 Reporting Schedule:

All Customers
U.S. Customers

Total Owners Equity
Retained Earnings

Earnings Before Interest and Taxes

Record $ in Thousands, e.g. $12,000.00 = survey input of $12
Sales

Provide breakouts of each type of Information Network Hardware, Software, and Related Sales as a percentage of total sales:

Income Statement (Select Line Items):

Total Sales, all Customers U.S./Non-U.S. 

U.S. Department of Defense
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A.

Research & Development Reporting Schedule:
Research & Development Reporting Level:

2017 2018 2019
1

2

3
4
5

0% 0% 0%

Capital Expenditure Reporting Schedule:
Capital Expenditure Reporting Level:

2017 2018 2019
1

2

3
4
5
6 Other (as a % of C2) (specify here)

0% 0% 0%

Previous Page

Land, Buildings, and Leasehold Improvements (as a % of C2)

Total of 3 - 5 (must equal 100%)

Capital Expenditure Category

Comments:

Machinery and Equipment (as a % of C2)

B.

Research & Development Category

Total R&D Expenditures
Total Information Network Hardware, Software and Related Product 
R&D Expenditures 

Total Information and Communications Technology Hardware, 
Software, and Related Product Capital Expenditures

If "No", leave part B blank and proceed to part C below.

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Section 7.b- Research & Development and Capital Expenditures

Does your organization perform Research and Development (R&D)?

In Part B, record your organization's total R&D expenditures for 2017-2019.

Basic Research (as a % of B2)
Applied Research (as a % of B2)
Product/Process Development (as a % of B2)

Total of 3 - 6 (must equal 100%)

Total Capital Expenditures

IT, Computers, and Software (as a % of C2)

Record $ in Thousands, e.g. $12,000.00 = survey input of $12

Record $ in Thousands, e.g. $12,000.00 = survey input of $12

In Part C, report your organization's capital expenditures for 2017-2019. If your organization has no capital expenditures in this period, enter "0" for each year.

C.
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Other Other

Other
Other

Other Other

Explain:

Explain:

E.

Exfiltration of Commercially Sensitive Information Exit from product or business line
Damage to IT infrastructure Major new investment in cyber security

(specify here)
(specify here)
(specify here)(specify here)

Does your organization have defined, written protocols in place for responding to a cyber security breach?

Comments:

How many days on average does it take for your organization to implement a software patch across all your networked systems after its release?

If an event occurred that resulted in the loss of access to a significant portion of your organization's data, how long do you estimate it would take to restore full 
functionality from system backups?

C.

Is your organization able to detect the theft of, or unauthorized access to, Commercially Sensitive Information by cyber means?

Does your organization have a supply chain risk management (SCRM) 
program in place?

Does your organization carry out software assurance/code review for 
externally procured items?

The U.S. Government encourages the reporting of suspected or confirmed cybersecurity incidents to the Federal Bureau of Investigation (FBI) or the Cyber Security and Infrastructure Security 
Agency (CISA).  Local FBI field offices can be identified at http://ww.fbi.gov/contact-us/field; the FBI’s 24/7 Cyber Watch (CyWatch) can be contacted by phone at 855-292-3937, or by e-mail 
atCyWatch@ic.fbi.gov; and cybersecurity incidents and vulnerabilities can be reported to CISA at https://www.us-cert.gov/report.  No-cost technical assistance can be requested from CISA, using 
the same website address.

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Is your organization aware of Defense Federal Acquisition Regulation Supplement (DFARS) 252.204-7009, Limitations on the Use or Disclosure of Third-Party Contractor 
Reported Cyber Incident Information? 
http://www.acq.osd.mil/dpap/dars/dfars/html/current/252204.htm

D.

Does your organization restrict or prohibit external data/cloud storage provider(s) from storing commercially sensitive 
information outside of the U.S.?

In storage (at rest)

Indicate whether your organization routinely encrypts sensitive data in each of the following states:

Transmitted externallyTransmitted internally

Inventory of Authorized/Unauthorized Devices Wireless Access Control

Damage to company production capabilities or systems
Theft of software and/or source code

B.

Identify any impacts or actions resulting from malicious cyber activity at your location in the past three years:

Impacts Experienced Actions Undertaken
IT downtime Revised approach to international partnerships
Costs from damage assessment/remediation Significant change in R&D strategy
Loss of sales/Business interruption Exit from foreign markets or market segments

(specify here) (specify here)

Data Recovery Capability Secure Network Engineering
Incident Response and Management Security Skills Assessments and Training

Data Protection Secure Configurations of Network Devices

Previous Page
Section 8 - Cyber Security

A.

Indicate which of the following security measures are in place at this location:

Account Monitoring and Control Inventory of Authorized/Unauthorized Software
Application Software Security Limitation/Control of Network Ports and Services
Boundary Defense Maintenance, Monitoring, & Analysis of Audit Logs
Continuous Vulnerability Assessment Malware Defenses
Controlled Access Based on Need to Know Penetration Tests and Red Team Exercises
Controlled Use of Administrative Privileges Secure Configurations on Hardware
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A B

-Yes/No- Rank
Top 5

Other (specify here)

-Yes/No- Rank
Top 3 -Yes/No- Rank

Top 3

Other (specify here) Other (specify here)

If needed or appropriate, identify any supply chain vulnerabilities affecting your location that have not been identified elsewhere in this survey:

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Government Procurement Guidelines Sustainability
Lean and Quality Management Technology Driven Marketplace Intelligence
New Product Development Technology Scouting

C.
Cyber Security Security Clearances and Attaining Cleared Facility Status
Export Growth and Impacts Supply Chain Improvements and Impacts
Export Licensing (ITAR/EAR) Supply Chain Vulnerability Reporting to USG

Increase supplier redundancy 

Identify any USG actions that would have best mitigated COVID-19 
impacts to this location:

There are many federal and state government programs available to aid your location’s competiveness. If you would like more information regarding such services, select the areas of interest 
and the Bureau of Industry and Security (BIS) will follow-up accordingly.

Additive Manufacturing R&D through Small Business Innovation Research
Business Continuity Plan/Disease Pandemic Relief Reshoring/Creating Domestic Supply Chains

Pandemic Preparation and/or Response Workforce/Technical Labor Resources

B.

Identify any impacts or actions resulting from the COVID-19 pandemic at your location, ranking the top three most significant impacts and top three most important actions (1 being the most 
important issue; 2 being the next most important issue, etc.):

Impacts Experienced Actions Taken

Increased cost of materials Reduce workforce
Inability to access work location Increase online/remote work capabilities
Inability to fulfill contracts

Increased demand Reduce use of suppliers located in China
Transportation-based disruptions Reduce use of suppliers located outside the U.S. and China
Financing difficulties Increase inventories

Seek government assistance
Reduced sales Delay or reject new contracts
Foreign supplier manufacturing delays Begin to produce pandemic-related products
Domestic supplier manufacturing delays Increase use of domestic suppliers

Labor shortages

Taxes
Trade disputes/tariffs
Worker/skills retention

Quality of inputs
R&D costs
Reduction in USG demand

Proximity to suppliers
Qualifications/certifications

Labor availability/costs
Natural disasters (including disease/quarantine)
Obsolescence
Pension costs

Intellectual property/patent infringement

Government regulatory burden
Healthcare
Industrial espionage - domestic

Proximity to customers

Environmental regulations/remediation
Export controls/ITAR & EAR

Industrial espionage - foreign
Input availability

Aging workforce
Counterfeit parts
Cyber security

Previous Page Next Page
Section 9: Challenges and Outreach

A.

Identify the issues that have impacted your location in the past three years. For each issue, indicate Yes/No. Then, rank your location’s top five issues (1 being the most important issue; 2 being 
the next most important issue, etc.) and explain the affirmative issues where examples and narrative will aid the U.S. Government’s understanding of your concerns.

Type of Issue
C

Explanation of Issue

Aging equipment, facilities, or infrastructure

Financing/credit availability
Foreign competition
Government acquisition process
Government purchasing volatility

Domestic competition
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Previous Page Next Page

Organization Name

Organization's Internet Address

Name of Authorizing Official

Title of Authorizing Official

E-mail Address

Phone Number and Extension

Date Certified

How many hours did it take to complete this survey?

BUSINESS CONFIDENTIAL - Per Section 705(d) of the Defense Production Act

Provide any additional comments or any other information you wish to include regarding this survey assessment:

Is your organization is interested in USG assistance in removing specific software products embedded in your products?

Section 10 - Certification
The undersigned certifies that the information herein supplied in response to this questionnaire is complete and correct to the best of his/her knowledge. It 
is a criminal offense to willfully make a false statement or representation to any department or agency of the United States Government as to any matter 
within its jurisdiction (18 U.S.C. §1001).

Once this survey is complete submit it via our Census Bureau web portal at https://respond.census.gov/ICTsoftware. Be sure to retain a copy for your 
records and to facilitate any necessary edits or clarifications.
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Accessibility of Technologies Tools and technology that can be used by people with disabilities.

Affiliates Affiliates are business concerns, organizations, or individuals that control each other or that are controlled by a third party. Control may consist of 
shared management or ownership; common use of facilities, equipment, and employees; or family interest. 

Affiliate - Kaspersky Laboratory

Affiliates are third-party companies registered with the Kaspersky Laboratory partner network, "Commission Junction" or that have other types of 
business relationships with Kaspersky Laboratory business units. Affiliates earn commissions for promoting and facilitating the sale of Kaspersky 
Laboratory products.  They have access to the Kaspersky Laboratory Affiliate Program materials and links. The affiliate program is for third-party re-
sellers serving homes, small businesses (1-50 employees), medium businesses (51-999 employees), and enterprise customers (1,000+ employees).

Aggregator An aggregator is any device that serves multiple other devices or users either with its own capabilities or by forwarding transmissions in a more 
concentrated and economical way. 

Antivirus Scanning Appliances - Enclave Boundary (Gateway-based)

Enclave boundary protection is one element in an overall “defense-in-depth” strategy for providing Information Assurance (IA) for enterprise systems 
(i.e., information systems with functional responsibilities; e.g., command and control, administrative, logistics, etc.). Enclave boundary protection 
requires a combination of security configuration elements to include firewalls and guards, as well as authenticators, encryptors, and virus and 
intrusion detectors

Antivirus Scanning Application - Host-based Antivirus software detects and removes viruses from computers. It also protects against a range of malicious software, including: keyloggers, browser 
hijackers, Trojan horses, worms, rootkits, spyware, adware, botnets and ransomware.

Application Programming Interface (API)
An application programming interface (API) is a set of subroutine definitions, communication protocols, and tools for building software. API  rules 
and mechanisms enable one application or component to interact with the others.  API can return data for your application in useable format (e.g. 
JSON or XML).

Application Programming Interface (API) - Pipeline Pipeline is an embedded data processing engine for the Java Virtual Machine (JVM). The engine runs inside applications, APIs, and jobs to filter, 
transform, and migrate data on-the-fly.  Pipelines API is a RESTful application program interface. 

Application Programming Interface (API) - REST
A REST API defines a set of functions which developers can perform requests and receive responses via HTTP protocol such as GET and POST. 
The World Wide Web (WWW) is an example of a distributed system that uses REST protocol architecture to provide a hypermedia driven interface 
for websites. Twitter provides a REST API which retrieve tweets.

Application Programming Interface (API) - Shared Memory Multi-threaded programming is a core technology, at the basis of all software development projects in any branch of applied computer science. 

Application Programming Interface (API) - SOAP Simple Object Access Protocol (SOAP) is a message protocol that allows distributed elements of an application to communicate. SOAP can be 
carried over a variety of lower-level protocols, including the web-related Hypertext Transfer Protocol. 

Ansible Ansible is an open-source software provisioning, configuration management, and application-deployment tool. It runs on many Unix-like systems, 
and can configure both Unix-like systems as well as Microsoft Windows .

Berkeley Software Distribution (BSD) Unix-like operating systems based on or descended from the Berkeley Software Distribution (BSD) series of Unix variants. Products in current use 
include FreeBSD, OpenBSD, and NetBSD -- all based on 386BSD and 4.4BSD-Lite.

Business Partnership

A contractual collaboration between two or more persons/entities for the purpose of operating an enterprise to produce and/or distribute products 
that take the form of physical goods, software, and/or services.  A business partnership may include: joint financing, the provision of in-kind support, 
licensing or sharing of intellectual property and know-how; contribution of operating facilities and/or the provision of specific services, and the 
division/assignment of specific activities or tasks

Cloud
A term referring to accessing computer, information technology (IT), and software applications through a network connection, often by accessing 
data centers using wide area networking (WAN) or Internet connectivity. Almost all IT resources can live in the cloud: A software program or 
application, a service, or an entire infrastructure.

Cloud Service Providers (CSP) Companies that offer network services, infrastructure, or business applications in the cloud. The cloud services are hosted in a data center that can 
be accessed by companies or individuals using network connectivity.

Computer Operating Systems A collection of software that manages computer hardware resources and provides common services for computer programs.

Contractor

An individual, company, or organization that not an employee and that is not owned by your organization (a third party) that through a legal 
contract acts on behalf of your company to install, upgrade, repair, market, or otherwise support the deployment, maintenance or use of 
information network hardware and software products (including services) that are designed, manufactured, marketed or distributed by your 
company

Cyber Security
A subset of information security, cyber security is the practice of defending an organization's networks, computers and data from unauthorized 
digital access, attack, or damage by implementing processes, technologies and practices to protect systems and assets.

Data Exchange Interface (DXI)
A data exchange interface (DXI) allows data to be shared between two or more separate components of a computer system information exchange. 
The exchange can be between software, computer hardware, peripheral devices, humans, and combinations of these.

Data Loss Prevention (DLP)

A systems ability to identify, monitor, and protect data in use (e.g. endpoint actions), data in motion (e.g. network actions), and data at rest (e.g. 
data storage) through deep packet content inspection and contextual security analysis of transaction (attributes of originator, data object, medium, 
timing, recipient/destination, etc.), within a centralized management framework. Data loss prevention capabilities are designed to detect and 
prevent the unauthorized use and transmission of NSS information

Data Recovery

A systems ability to identify, monitor, and protect data in use (e.g. endpoint actions), data in motion (e.g. network actions), and data at rest (e.g. 
data storage) through deep packet content inspection, contextual security analysis of transaction (attributes of originator, data object, medium, 
timing, recipient/destination, etc.), within a centralized management framework. Data loss prevention capabilities are designed to detect and 
prevent the unauthorized use and transmission of NSS information

Deep Packet Inspection (DPI) Deep Packet Inspection (DPI) is a technology that enables the network owner to analyze internet traffic, through the network, in real-time and to 
differentiate them according to their payload.

End Point Detection & Response (EDR)

Endpoint detection and response tools monitor and record endpoint and network events in a central database to support analysis, detection, 
investigation, reporting, and alerts. A software agent installed on the host system provides the foundation for event monitoring and reporting.  
Ongoing monitoring and detection is accomplished with analytic tools to support an organization network security by identifying, responding to, 
and deflecting internal threats and external attacks

Firewalls - Host/Application Side

A host firewall is a software application or suite of applications installed on a singular computer. Typically, operating system manufacturers include 
firewall software as part of the system. This is true of Windows (post-Windows 2000), Mac OS X and many distributions of Linux (Ubuntu, Fedora 
and SuSE). A personal host firewall is managed on the individual computer where the firewall is installed. The administrator has to have access to 
the computer to install and configure the firewall

Firewalls - Network Side
An inter-network gateway that restricts data communication traffic to and from one of the connected networks (the one said to be “inside” the 
firewall) and thus protects that network’s system resources against threats from the other network (the one that is said to be “outside” the firewall).

Firewalls - Cloud

A software product that 1) protects the organization's network and users; or 2) protects cloud infrastructure and servers. A cloud firewall operates like 
an on-premises firewall appliance, except that it is based in the cloud. Service providers call this a software-as-a-service (SaaS) firewall, security as 
a service (SECaaS), or even firewall as a service (FWaaS).  There are also cloud-based services that run in a virtual data center using an 
organization's own servers in a platform-as-a-service (PaaS) or infrastructure-as-a-service (IaaS) model. In this structure, the firewall application runs 
on the virtual servers and protects traffic going to, from, and between applications in the cloud.

Firewalls - Virtualized
A firewall device or service that provides network traffic filtering and monitoring for virtual machines (VMs) in a virtualized environment. As with a 
traditional network firewall, a virtual firewall inspects packets and uses security policy rules to block unapproved communication between virtual 
machines.

Firmware

Firmware is programming implanted in a hardware device's nonvolatile memory. Nonvolatile memory is a form of static random access memory 
whose contents are saved when a hardware device is turned off or loses its external power source.  Firmware can function as either a standard 
operating environment device's more complex software or it may support less complex devices by acting as a complete operating system and 
performing all control monitoring and data manipulation functions

File Transfer Protocol (FTP)
A client/server protocol used for transferring files to or exchanging files with a host computer. It may be authenticated with user names and 
passwords. Anonymous FTP allows users to access files, programs and other data from the Internet without the need for a user ID or password.

Gateway - Modular Internet-of-Things (IoT)
An Internet of Things (IoT) gateway is a physical device or software program that serves as the connection point between the cloud and controllers, 
sensors and intelligent devices. All data moving to the cloud, or vice versa, goes through the gateway, which can be either a dedicated hardware 
appliance or software program.

Gateways - Cloud

Cloud security gateways are on-premises or cloud-based security policy enforcement points placed between cloud service consumers and cloud 
service providers to interject enterprise security policies as the cloud-based resources are accessed. Cloud security gateways consolidate multiple 
types of security policy enforcement. Example security policies include authentication, single sign-on, authorization, security token mapping, 
encryption tokenization logging alerting API control

Gateways - Internet

1) A device that connects multiple computers to a cable or DSL line for Internet access. Also called a "residential gateway," "modem/router,"  
"home gateway" and "Internet gateway," it includes a modem for the cable or DSL service, an Ethernet switch to connect (typically four) computers 
by wire and a router. The device may also include an access point for Wi-Fi, in which case it is a wireless router and modem in one unit. See 
wireless router, cable modem and DSL modem. 
2) Another term for "router," specifically when the router is in a local network, and its primary purpose is to forward packets to the Internet and 
receive packets from the Internet. See router.
(3) A router or server that converts IP packets to IPX, AppleTalk or another non-IP format and vice versa. It is used to connect non-IP networks to the 

Gateways - Internet Service Provider Grade
Gateways are distinct from routers or switches in that they communicate using more than one protocol and can operate at any of the seven layers of 
the open systems interconnection model (OSI). A computer-server acts as a gateway and operates as a firewall and a proxy server. 

Gateways - Internet-to-Orbit (I2O) A machine between earthbound devices and devices in orbit that connects computers or devices on the Internet to computer systems orbiting 
the Earth, such as satellites or manned spacecraft. 

Gateways - Mobile Secure Gateways Software or hardware appliances that provides secure communication between a mobile application and respective backend resources typically 
within a corporate network. 

Hardware Assurance
The use of scanners and assessment tools to screen for weak software code and all vulnerabilities in software integrated into information network-
related hardware devices as reference in the Department of Homeland Security National Vulnerability Database (NVD).

Hash The contents of a file processed through a cryptographic algorithm produce a unique numerical value – the hash value - that identifies the 
contents of the file.  The string of bits is the output of a hash function. 

Health Management Systems - Network Connected
(HMIS) Are one of the six building blocks essential for health system strengthening. HMIS is a data collection system specifically designed to 
support planning, management, and decision making in health facilities and organizations.  Elements may include: Hospitals, clinics, pharmacies, 
laboratories, billing, insurance providers, and health information exchanges.

Health Systems/Devices - Network Connected
Devices and instruments used in patient assessment, monitoring, and care delivery that are connected to an information network.  These include 
networked equipment in diagnostic centers in hospital such as imaging (CAT Scan, MRI, other radiology); and in patient rooms (IV pumps, patient 
monitors, temperature, blood pressure, oxygen level).

Honeypot
A server that is configured to detect an intruder by mirroring a real production system. It appears as an ordinary server doing work, but all the data 
and transactions are phony. Located either in or outside the firewall, the honeypot is used to learn about an intruder's techniques as well as 
determine vulnerabilities in the real system.

Host Intrusion Prevention Systems (HIPS) Software that performs packet sniffing and network traffic analysis to identify suspicious activity and record relevant information.

Hypervisor

A hypervisor, also known as a virtual machine monitor, is a process that creates and runs virtual machines (VMs). A hypervisor allows one host 
computer to support multiple guest VMs by virtually sharing its resources, like memory and processing. Generally, there are two types of hypervisors. 
Type 1 hypervisors, called “bare metal,” run directly on the host’s hardware. Type 2 hypervisors, called “hosted" or "guest,” run as a software layer on 
an operating system, like other computer programs.  The hypervisor presents the guest operating systems with a virtual operating platform and 
manages the execution of the guest operating systems. Multiple instances of a variety of operating systems may share the virtualized hardware.

Hypervisor - KVM
KVM hypervisor is the virtualization layer in Kernel-based Virtual Machine (KVM), a free, open source virtualization architecture for Linux 
distributions. A hypervisor is a program that allows multiple operating systems to share a single hardware host. In KVM, the Linux kernel acts as a 
Type 2 Hypervisor, streamlining management and improving performance in virtualized environments.

Industrial Control Systems - Networked
An information system used to control industrial processes such as manufacturing, product handling, production, and distribution. Industrial control 
systems include supervisory control and data acquisition systems used to control geographically dispersed assets, as well as distributed control 
systems and smaller control systems using programmable logic controllers to control localized processes. 

Information and Communications Technology (ICT) For the purposes of this survey, information and communications technology includes hardware and software products associated with the operation 
of information networks and other communications technologies.

Information Security
Policies, practices, and systems that are design to ensure that physical and digital data is protected from unauthorized access use, disclosure, 
disruption, modification, inspection, recording or destruction.   Information security differs from cyber security in that "InfoSec" scope is to keep data 
in any form secure whereas cybersecurity protects only digital data.

Internet Protocol Version 4 (IPV4)
Internet Protocol Version 4 (IPv4) is the fourth version in the development of the Internet Protocol (IP).  An Internet Protocol address (IP address) is 
a numerical label assigned to each device participating in a computer network that uses the Internet Protocol for communication.

Internet Protocol Version 6 (IPV6)
Internet Protocol Version 6 (IPv6) provides more numerical addresses, simplifies network address assignments, and provides additional network 
security features than IPv4. IPv6 utilizes 128-bit Internet addresses -- and supports 340,282,366,920,938,000,000,000,000,000,000,000,000 
unique IP addresses. IPv6 uses a hexadecimal system to manage the addresses.

Internet Service Provider (ISP)
A company or organization that provides customers with Internet access. Data may be transmitted using several technologies, including dial-up, 
DSL, cable modem, wireless or dedicated high-speed interconnects.  An ISP has the equipment and the telecommunication line access required 
to have a point-of-presence on the Internet for the geographic area served.

Intrusion Detection Systems (IDS)
- Host Intrusion Detection (HIDS)

A security service that monitors and analyzes network or system events for the purpose of finding, and providing real-time or near real-time warning 
of attempts to access system resources in an unauthorized manner. 

Intrusion Detection Systems (IDS)
Network Intrusion Detection Systems (NIDS).     

A program that monitors the characteristics of a single host and the events occurring within that host to identify and stop suspicious activity. 

Intrusion Detection/Prevention Systems Software that performs packet sniffing and network traffic analysis to identify suspicious activity and record relevant information.

Licensing For the purposes of this survey, licensing refers to the granting of a legal right to use XYZ technologies in products designed, manufactured, 
distributed, or marketed by your organization. 

Microcontroller A microcontroller (MCU for microcontroller unit, or UC for μ-controller) is a small computer on a single integrated circuit. It is similar to, but less 
sophisticated than, a system on a chip (SoC); an SoC may include a microcontroller as one of its components.

Mobile Device Operating Systems

The mobile operating system enables mobile device features and functions, including keypads, application synchronization,
e-mail, thumbwheel, and text messaging. Similar office computer products such as Windows, Linux, and Mac, the mobile operating system is 
simpler, utilizing fewer resources.  It manages wireless functionality of local and broadband connections, multimedia and other electronic 
messaging

Multi-Function Devices - Printers-Copiers-Scanners
An MFP (multi-function product / printer / peripheral), multi-functional, all-in-one ( AIO ), or multi-function device ( MFD ), is an office machine 
which incorporates the functionality of multiple devices in one, so as to have a smaller footprint in a home or small business. 

Network-Based Antivirus Network-based antivirus looks at Internet traffic entering and leaving the campus or local area network (LAN).  If a virus is detected while a file is 
being downloaded, the download will be blocked before the malicious file reaches the computer. 

Network Infrastructure Devices - Enterprise Level Electronic devices linked to an enterprise-level communications backbone that connects computers and related devices across departments and 
workgroup networks, facilitating insight and data accessibility.

Network Intrusion Prevention Systems (NIPS)
A system that monitors a network and protects the confidentiality, integrity, and availability information flow across a network. Its main functions 
include protecting the network from threats, such as denial of service (DoS) and unauthorized usage. A combination of hardware and software 
systems that protect computer networks from unauthorized access and malicious activity.

Network Security
A subset of cybersecurity, network security is strategy for protecting data that is sent through electronic devices in a network to ensure that the 
information is not altered or intercepted through the use of firewalls, anti-virus software, intrusion detection and prevention, and virtual private 
network systems.

Network Systems Actions necessary to restore data files of an information system and computational capability after a system failure.

Network Tar Pit Solutions A system (e.g., a web server) or system resource (e.g., a file on a server) that is designed to be attractive to potential hackers and intruders, like 
honey is attractive to bears.

Networked Printers A printer connected to a wired or wireless network. It may be Ethernet enabled and be cabled to an Ethernet switch, or it may connect to a Wi-Fi 
(wireless) network, or both. 

Networked Scanners
A device that captures images from photographic prints, posters, magazine pages, and similar sources for computer editing and display. Scanners 
come in hand-held, feed-in, and flatbed types and for scanning black-and-white only or color. The device is networked when connected to a wired 
or wireless network, including Ethernet enabled and cabled to an Ethernet switch; or it may connect to a Wi-Fi (wireless) network, or both.

Packaged Software
Pre-configured software products designed to performs defined functions that become operational upon loading on a stand-a-lone or network-
connective component, device, or system. Packaged software may be purchased as a product on a physical medium (disc, thumb drive) or as a 
product that is downloaded from a manufacturer's or vendor's web site.

Partnership See Business Partnership

Passive Detection

Passive scanning is a method of vulnerability detection that relies on information gleaned from network data that is captured from a target 
computer without direct interaction. Packet sniffing applications can be used for passive scanning to reveal information such as operating system, 
known protocols running on non-standard ports, and active network applications with known bugs. Passive scanning may be conducted by a network 
administrator scanning for security vulnerabilities or by an intruder as a preliminary to an active attack. For an intruder, passive scanning's main 
advantage is that it does not leave a trail that could alert users or administrators to their activities.

Physical Access Control Systems - Network Connected An automated system that manages the passage of people or assets through an opening(s) in a secure perimeter(s) based on a set of authorization 
rules. 

Physical Security Video Monitoring Systems - Network Connected
Access control & video surveillance includes physical security technologies such as access control devices, IP video cameras, video
management software (VMS), and video storage devices and systems. Access control usually refers to a device or system that restricts access to a 
place or other resources based on individual credentials.

Product For the purposes of this survey, the term "product" refers to hardware products; and software products (including products provided as  services via 
an extremal network connection, e.g., Internet products, cloud products)..

Product Version A hardware or software product with a designated model number that has multiple versions issued over time while retaining the same model 
number.

Rebranded Products Hardware or software products designed, manufactured, and marketed by another organization -- where your organization sells virtually identical 
products supplied by that organization that carry your company's brand name.

Representational State Transfer (REST) REST APIs are based on URIs (Uniform Resource Identifier, of which a URL is a specific type) and the HTTP protocol, and use JSON for a data 
format, which is browser-compatible. 

Research and Development Partnership Focused research, product development, technology exchanges involving funding of partnership activities, transfer of funds to support product 
development, in-kind research/technical support, formal technical data package exchanges, or joint marketing programs.

Research Partnership Focused research, product development, funding of partnership R&D activities, joint product development, in-kind research/technical support 
activities, and formal technical data sharing/exchanges.

Retail Customers

For the purposes of this survey, "retail customers" are individuals and small businesses that purchase any of the hardware products and software 
products identified in the survey document from manufacturer stores and websites, authorized retailer stores and websites operated by companies 
such as Amazon, Best Buy, Staples, Office Depot, CDW, etc.  The "Retail Customer" does not included authorized resellers that service commercial 
businesses, institutions, or companies providing information network system integration and operational support services.

Routers
A network device that forwards data packets from one network to another. The "enterprise" means that implementation requires a knowledgeable 
network professional. Such routers do not have Wi-Fi built in as do home wireless routers. Enterprise routers have numerous Ethernet ports and can 
be very large and costly, handling millions of packets of Internet traffic per second.

Supervisory control and data acquisition (SCADA)
A system of software and hardware that enables the control of industrial processes locally or at remote locations. SCADA systems can monitor, 
gather, and process real-time data; and interact directly with sensors, valves, pumps, motors, and other devices through human-machine interface 
(HMI) software.

Service Control Point (SCP)
A network protocol, based on the BSD RCP protocol, that supports file transfers between hosts on a network. SCP uses Secure Shell (SSH) for data 
transfer and uses the same mechanisms for authentication, thereby ensuring the authenticity and confidentiality of the data in transit.

Security Information and Event Management (SIEM) Application that provides the ability to gather security data from information system components and present that data as actionable information 
via a single interface. 

Self-Hosted Aggregator Self-hosting is the process of locally hosting and managing applications instead of renting from Software as a Service (SaaS) providers. 

Shared Memory Shared memory for software is a type of memory that can be shared by multiple applications or processes with the intent of providing inter-
application communication or avoiding redundant data copies.

Simple Object Access Protocol (SOAP) Simple Object Access Protocol (SOAP) is a message protocol that allows distributed elements of an application to communicate. SOAP can be 
carried over a variety of lower-level protocols, including the web-related Hypertext Transfer Protocol. 

Simple Network Monitoring Protocol (SNMP) A protocol for management information transfer in networks, e.g., local area networks (LANs).

Software Assurance The use of scanners and assessment tools to screen for weak software code and all vulnerabilities in the Department of Homeland Security National 
Vulnerability Database (NVD).

Software Defined Networking (SDN)

Software-Defined Networking (SDN) is an architecture that decouples the network control and forwarding functions. Network intelligence is 
(logically) centralized in software-based SDN controllers that maintain a global view of the network, which appears to applications and policy 
engines as a single, logical switch. SDN simplifies network design and operation because instructions are provided by SDN controllers instead of 
multiple vendor-specific devices and protocols Network control is directly programmable

Software Publication Certificate
A software publication certificate (SPC) is also known as a code signing certificate, self-signed certificate, or a digital certificate.  A digital signature 
is a means for a software, application, or plug-in publisher to verify the authenticity of its own code when provided for download. It is a statement of 
authenticity, indicating that the download is actually from the source that it claims to be from and that the provider is making its identity known.

Supervisory Control and Data Acquisition (SCADA)-Network

A generic name for a computerized system that is capable of gathering and processing data and applying operational controls over long distances. 
Typical uses include power transmission and distribution and pipeline systems. SCADA was designed for the unique communication challenges 
(e.g., delays, data integrity) posed by the various media that must be used, such as phone lines, microwave, and satellite. Usually shared rather 
than dedicated

Supply Chain Risk Management (SCRM)
The coordinated efforts of an organization to help identify, monitor, detect and mitigate threats to supply chain continuity and profitability. Threats 
to the supply chain include cost volatility, material shortages, supplier financial issues and failures and natural and manmade disasters. SCRM 
strategies enable organizations to identify potential issues and adapt to supply chain risks and disruptions.

Supply Chain Due Diligence (SCDD) The review of the governance, processes and controls that are used to secure information assets.

Supply Chain Visibility (SCV) [a.k.a., Supply Chain Illumination]
Supply chain visibility (SCV) is the ability of parts, components or products in transit to be tracked from the manufacturer to their final destination. 
The goal of SCV is to improve and strengthen the supply chain by making data readily available to all stakeholders, including the customer

System Logging Protocol (SysLog)
A standard protocol used to send system log or event messages and alerts across an Internet Protocol network to a specific server, called a syslog 
server. It is primarily used to collect various device logs from several different machines in a central location for monitoring and review. Messages 
are sent by the operating system or application at the start or end of a process or to report the current status of a process.

System-on-Chip (SoC)
A complete electronic substrate system that may contain analog, digital, mixed-signal, or radio frequency functions. The device incorporates  
numerous computer components onto a single integrated chip. Instead of a system that assembles several chips and components onto a circuit 
board, the SoC fabricates all necessary circuits into one unit.

Switches A mechanical or electronic device that directs the flow of electrical or optical signals from one side to the other. Switches with more than two ports, 
such as a LAN switch or PBX, are able to route traffic. 

Technical Collaborations Includes related research activities, product design, development, joint ventures, shared testing, evaluation, and maintenance activities, product-
related data collection and analysis, shared trouble-shooting and service arrangements, etc.

Telemetry
Network activity in the form of device traffic, originating and receiving traffic, port characterization of applications using traffic, tallied packets and 
bytes, flow timestamps, next-hop internet protocol addresses including border gateway protocol (BGP) routing, subnet mask for the source and 
destination addresses to calculate prefixes, and transmission control protocol (TCP) flags to examine TCP handshakes. 

Telepresence Systems (Audio & Video Conferencing Systems)

Telepresence systems are highly integrated multi-codec, multi-monitor, multi-microphone and multi-channel speaker systems. The objective of a 
Telepresence system is to present interactive video and audio between locations with near life like audio quality and with near life size video 
images. These systems facilitate off-site conferences and communications -- and are typically linked by standard Internet connections or dedicated 
communications networks including virtual private networks

Third-Party An individual, company, or organization that is not an employee of your organization or is not owned by your organization. 
U.S. Territories American Samoa, Guam, the Northern Mariana Islands, Puerto Rico, the U.S. Virgin Islands. 

Unified Threat Management (UTM) Systems An intrusion detection and prevention system that monitors network traffic for particular network segments or devices and analyzes the network and 
application protocol activity to identify and stop suspicious activity. 

Virtual Machine (VM)
In a full virtual machine model, the hypervisor completely isolates guest machines. It shares the hardware of the host machine but runs as a 
completely autonomous computer, unaware of the hypervisor.  The virtual machines are self-directing and do not need to adapt or specially 
modify operating systems.

Virtual Machine Monitor Virtualization software divides the physical components from the virtual environments . See hypervisor.

Virtual Private Network (VPN) Enables IP traffic to travel securely over a public TCP/IP network by encrypting all traffic from one network to another. A VPN uses
"tunneling" to encrypt all information at the IP level. 

Virtual Private Server (VPS) Protected information system link utilizing tunneling, security controls, and endpoint address translation giving the impression of a dedicated line.  

Virtualization Hypervisor
Virtualization software divides the physical components from the virtual environments – a hypervisor. The hypervisor represents the management 
layer between the underlying physical resources and the virtual environments running on them.

Virtualization Software The simulation of the software and/or hardware upon which other software runs. 

Virtualization Software - Bare Metal Hypervisor A bare-metal hypervisor, also known as a Type 1 hypervisor, is virtualization software that has been installed directly onto the computing hardware.

Virtualization Software - Work Station-Based Hypervisor A hosted hypervisor that runs on x64 versions of Windows and Linux operating systems. It enables users to set up virtual machines (VMs) on a single 
physical machine, and use them simultaneously along with the actual machine.

Web Application Firewalls

Web application firewall (WAF) is an application firewall which filters, monitors, and blocks traffic from HTML web applications. A web application 
firewall is deployed through a proxy and can be network-based, host-based or cloud-based. A web application firewall is distinct from a regular 
firewall in its ability to filter particular web applications whereas the normal firewalls function as a gateway between servers. Security flaws like SQL 
injection cross-site scripting, file inclusion, and security imperfections can be prevented by a web application firewall. 

Web proxies/content filtering The process of monitoring communications such as email and Web pages, analyzing them for suspicious content, and preventing the delivery of 
suspicious content to users. 

Whitelisting
A network and system security practice for protecting corporate infrastructures where only a predefined list of approved machines, hashes/files or 
applications are allowed to access or execute data and network resources. Applications and files not in the approved list or not matching the 
approved hashes will be blocked or restricted from executing.

White List Program
The practice of specifying an index of approved software applications that are permitted to be present and active on a computer system. The goal 
of whitelisting is to protect computers and networks from potentially harmful applications. In general, a whitelist is an index of approved entities.
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